
Background:	  
	  
Technology and privacy are two intertwined notions that must be jointly 
analysed and faced. Technology can be regarded as a social practice that 
embodies the capacity of societies to transform themselves by creating 
and manipulating not only physical objects but also symbols, cultural 
forms and social relations. In its turn, privacy describes a vital, complex 
aspect of these social relations. Technology influences people’s 
understanding of privacy, and people’s understanding of privacy helps 
drive technology development. Either policy-making takes into account 
this rich and nuanced interplay between technology and privacy or we 
run the risk of failing to govern the current, concomitant technology 
and privacy revolution.  
 
New technologies can often be used in a way that undermines the right 
to privacy because they facilitate the collection, storage, processing and 
combination of personal data by security agencies and businesses. The 
rise of social networking websites such as Facebook, MySpace and 
Bebo, for instance, have led to a dramatic increase in the amount of 
personal information available online, which is routinely 
misappropriated for identity theft or other fraudulent purposes. 
Employers also mine these sites in order to vet prospective employees. 
RFID and biometrics can also be used in ways invidious to our privacy. 
 
The use of these new technologies is changing the ways in which we 
understand privacy and data protection. It is not sufficient to look at 
privacy as only a legal or human right. It is necessary to reconceptualise 
privacy in ethical, social, cultural and other dimensions and to see how 
these different conceptualisations impact each other and how they can 
be bridged. We think part of the solution is much wider use of privacy 
and ethical impact assessments before new technologies or projects 
involving personal data are undertaken. 
	  
Overall	  goals:	  
	  
The PRESCIENT project aims to develop a common framework for 
privacy and ethical assessment. This is done in three steps.  
	  
The PRESCIENT project is conducting basic research by redefining the 
concept of „privacy“ taking into account the meanings developed in 
various disciplines and the impact of different emerging technologies. 
 
The PRESCIENT project is developing a method for the assessment of 
ethical and privacy issues of emerging technologies. This impact 
assessment methodology will be based on the analysis of a small number 
of important scientific and technological developments. 
 
The PRESCIENT project is providing strategic 
intelligence for stakeholders and decision-makers in 
government and industry by involving importants 
actors into the research process and discussing project 
results with relevant government bodies.	  
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Approach:	  
	  
The PRESCIENT project unfolds in four stages. 
 
The first stage is analysis: the partners will provide a state-of-the-art 
analysis of privacy and data protection as conceptualised from a legal, 
social, economic and ethical perspective. 
 
The second stage is case studies wherein the partners will identify the 
privacy, data protection and ethical issues arising from five different 
emerging technologies and their applications, namely (1) identification 
and localisation technologies, (2) smart surveillance technologies, (3) 
biometrics, (4) on-the-spot DNA sequencing and (5) technologies for 
human enhancement. 
 
The third stage focuses on citizens. The partners will analyse various 
existing surveys to assess citizen concerns and knowledge of the way in 
which their data are collected, stored and used and their concerns about 
new technologies and how their concerns have changed over time. The 
partners will examine the practices of important actors (by analysing 
their websites and interviews with data collectors) to assess how easy or 
difficult it is for citizens to access their information and to find out how 
it is being used. 
 
The fourth and final stage focuses on development of a new 
framework for privacy and ethical impact assessment. The partners 
will develop four scenarios as an element in this new framework, based 
on an integration of the results of this study and on privacy impact 
assessment guidelines. 
	  
A final conference will conclude the project. The conference will 
summarise PRESCIENT results in a form meaningful for policy-makers 
and stakeholders. Conference participants will include EU MEPs, EC 
officials from all affected services (DG Research, Enterprise, JLS, 
Information Society, etc.), key agencies such as ENISA, IPTS, IPSC, 
industry, academia, civil society organizations, as well as any other 
relevant stakeholders. With the final conference, PRESCIENT will seek 
an endorsement for its recommendations. 
 
The PRESCIENT project partners will liaise with other projects and 
related initiatives in the fields of privacy, trust and governance of 
science to achieve multi-lateral synergies. 
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