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Rome, 20
th

 – 21
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Silvia Venier, CSSC 

 

This report presents the key themes and on the main outcomes of the workshop held in Rome on the 20
th
 

– 21
st
 September 2012 on “New directions in Ethical Impact Assessment”, organised in the scope of 

PRESCIENT work package 4 on “A new framework for privacy and ethical impact assessment of emerging 

technologies”, and in particular in T4.2.   

The event was organised, convened and hosted by the Centre for Science, Society and Citizenship, 

CSSC. The workshop aimed at collecting experts’ views on the feasibility and desirability of the 

development of an impact assessment framework for emerging ICTs that takes into account privacy, data 

protection, as well as ethical implications.  

The two day workshop was introduced by two presentations on:  

- The PRESCIENT project: goals and findings to date, by Michael Friedewald, from the 

Fraunhofer Institute and coordinator of the PRESCIENT project;  

- The rationale and goals of the Rome Workshop, by Emilio Mordini, director of CSSC, 

partner in PRESCIENT and Rome workshop chairperson.  

The discussion that followed was structured around three main roundtables:  

- Roundtable 1 “From Privacy to Ethical Impact Assessment”, discussing to what extent 

lessons learned from PIA methodologies can be applied to Ethical Impact Assessment, and 

considering different mechanisms for identifying, assessing and developing solutions for privacy and 

ethical problems that may emerge as new technologies are developed and deployed; 

- Roundtable 2 “Ethics of Ethical Impact Assessment”, devoted to analysing the ethical issues 

raised by the notion of Ethical Impact Assessment”; 

- Roundtable 3 “A new framework for ethical impact assessment”, discussing criteria for the 

development of a new framework for privacy and ethical impact assessment of emerging 

technologies. 

Within each of these roundtables three speakers were invited to propose the focus of their speech. The 

agenda of the event is enclosed as Annex 1 to this report. Annex 2 proposes the participants’ biographies and 

Annex 3 the abstracts of the speakers’ talks. In Annex 4 all presentations are collected.  

A workshop dedicated webpage is also available on the PRESCIENT website at the following link 

http://www.prescient-project.eu/prescient/inhalte/events/3rd_Workshop.php 

The following paragraphs propose a review of the speakers’ presentations and the main issues discussed 

during the meeting. The conclusive section summarizes the key points debated and the main outcomes of the 

event, that are of particular relevance for the development of PRESCIENT Privacy Impact Assessment 

Framework as presented in Chapter 6 of PRESCIENT D4.  

1. Introduction to the workshop’s themes 

 

The “New directions in Ethical Impact Assessment” workshop took place on the 20
th
 and 21

st
 September 

2012 in Rome. The workshop saw the active participation of 17 persons. A group of selected experts in 

http://www.prescient-project.eu/prescient/inhalte/events/3rd_Workshop.php
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ethics and representatives from PRESCIENT partner institutions attended the event
1
. The idea was to 

promote active participation of all participants, with no distinction between active speakers and passive 

attendees.  

The aim of the workshop was to explore questions related to the contemporary approaches to ethical 

assessment of emerging technologies and to the possibility of any alternative way to conceive this 

assessment. The background idea was that current approaches to ICTs’ Ethical Impact Assessment (EIA) are 

modelled around the structure of standard PIAs, or more generally are conceived as “procedures” to be 

adopted to check whether also ethical implications on selected stakeholders are duly considered in the 

development of these technologies. The workshop sought to consider questions on the development of EIAs 

that are consistent with a more nuanced understanding of the role of ethics
2
.  

The workshop was deemed to provide an opportunity for PRESCIENT partners to discuss the above 

mentioned themes with a selected group of experts in normative ethics theories, applied ethics approaches in 

different fields (e.g. medical ethics), ethical assessment of technologies, as well as on privacy and data 

protection aspects of emerging security technologies. The workshop sought to consider questions both 

clarifying and extending the current debate in the field of ethical impact assessment of emerging ICTs. This 

was intended as an exercise in exploration, discussion and brainstorming. Our aims in organising such event 

were mainly: 

- to reflect on the criteria to be adopted in a new framework for ethical impact assessment of 

emerging technologies, discovering whether consensus on similar criteria exists in other fields of 

applied ethics;  

- to provoke discussion on to what extent the current frameworks (e.g. privacy and data 

protection impact assessment frameworks) can be extended to a new framework reporting also 

ethical implications of emerging ICTs.  

 

The workshop began with the welcome address by Emilio Mordini, workshop chairperson, and the roll 

call of all participants.  

The floor was then handed to Michael Friedewald, coordinator of the PRESCIENT project, from the 

Fraunhofer Institute. Michael presented the objectives of the PRESCIENT project and activities carried out 

to date. PRESCIENT aims at providing a methodology for the early identification of privacy and ethical 

issues arising from emerging technologies and for discussing their relevance for EC policy. Michael 

described privacy as a timely topic for modern societies, as well as an old value that is currently being 

challenged by technological developments.  

Based on some preliminary research on the conceptualisation of privacy and data protection from four 

different perspectives (i.e. the societal, economical, legal and ethical
3
 – Work Package 1), and on the 

identification of major threats to privacy of selected technological categories (WP2)
4
, PRESCIENT has 

identified seven dimensions of privacy
5
. The last step in the project lifecycle will be to develop a new 

                                                           
1
 For more information on the attendees’ profiles see “Participants’ Biographies”.  

2
 See the workshop’s rationale, included in the meeting agenda – Annex 1 

3
 The multi-disciplinary perspective represents one of the added values of the PRESCIENT consortium. For a more 

detailed analysis of this aspect and on relevant findings of previous WPs refer to PRESCIENT D4 Chapter 2. 
4
 PRESCIENT partners have focused on those technologies that are emerging and are considered to have a high impact 

on privacy, such as new surveillance technologies, contactless identification technologies, second generation 

biometrics, next generation DNA sequencing, and technologies for human enhancement. See PRESCIENT D2.  
5
 This can be also considered as an extension of Roger Clarke’s typology, that is based on 4 types of privacy: privacy of 

the person, privacy of personal behaviour, privacy of personal communication, privacy of personal data. See 

http://www.rogerclarke.com/DV/Privacy.html. PRESCIENT considers also privacy of location and space, privacy of 

thoughts and feelings, privacy of association including group privacy. See PRESCIENT D1, Annex 1.  

http://www.rogerclarke.com/DV/Privacy.html
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framework on the basis of these outcomes. The Rome workshop was conceived as a contribution for the 

framework to be tenable from an ethical perspective.  

Michael proposed some conclusive remarks based on the consideration that personal data is becoming 

richer, both directly, through new sensors collecting more and more sensitive personal data, and indirectly, 

through intelligent combination of personal data. In this scenario, technologies are increasingly raising new 

ethical issues, and PRESCIENT precisely aims at supporting the quality of the research in this field.      

 

The second presentation was given by Emilio Mordini, who introduced the main theme of the Rome 

workshop. The scope of the event was to reflect and discuss on a set of relevant criteria for building a new 

framework for evaluating the impact of emerging technologies from an ethical perspective. The aim is to 

move towards an integrated instrument to assess ICTs implications on privacy, fundamental rights, and other 

ethical issues. As proposed by Emilio, the questions to be considered were whether and under which 

conditions this framework is feasible, and whether it is desirable.  

In order to clarify the broader context, Emilio pointed out that PRESCIENT aims at answering a 

practical need from the European Commission (EC), i.e. the need to include fundamental rights and other 

societal and ethical issues in the early stages of scientific research and technological development. According 

to the European Union (EU) standards, scientific research should respect and align itself to a set of principles 

– namely, those enlisted in the EU Charter of Fundamental Human Rights
6
, which, since the entry into force 

of the Lisbon Treaty in 2009, is a EU binding legal instrument. However, discussion is on-going in the field 

of emerging ICTs, especially on how is it possible to identify new ethical issues and how these rights and 

principles can be applied in concrete situations.  

Emilio provided the audience with some basic definitions, aiming at distinguishing key, background 

terms before the discussion could begin in the three roundtables. First of all, he enlightened the important 

distinction between privacy and data protection, that are intertwined but different notions
7
. Etymologically 

the word “privacy” derives from the Latin privatus, past participle of privo, which means “I cut away”, I 

deprive. Privacy thus refers to the state of something that is separated, isolated, secluded from others. 

Privacy is a moral concept when it is framed in terms of claims about the moral status of the individual self, 

about its dignity and relations to the others. Privacy is a very nuanced notion, as it refers to something that is 

linked to the concept of “appropriate space”. Emilio argued that privacy for humans might be conceived as 

having the same role that the concept of territoriality has among animals
8
. As discussed in PRESCIENT D1, 

the modern and western idea of privacy does not belong primarily to ethics. It is a term originated by the 

social and political theory to describe what is not public business, notably, which is not business of the law 

and the government (whatever kind of government it is). The notion of privacy becomes an ethical term 

when it is framed in terms of right, say, the (a) right to privacy, or when it is framed in terms of good, say, 

(b) privacy as a value or as an (c) instrument to achieve other values (e.g., being free, flourishing, achieving 

some virtues, affirming his own dignity, etc). This opens three main issues, say, 1) the foundation of the 

notion of privacy as an ethical concept; 2) the ethical and political implications of privacy claims; and 3) 

ethical problems raised by emerging technologies vis-à-vis the notion of privacy. 

On the other side, the concept of “data protection” emerges from the contemporary “information 

society” revolution. It was shown that each revolution in history has been characterized by the emergence of 

a new commodity. Data, the commodity of the present days, is generated by technologies of digitalization 

which turn almost everything into measurable items and finally into digits that can be manipulated, stored, 

                                                           
6
 http://www.europarl.europa.eu/charter/pdf/text_en.pdf  

7
 PRESCIENT D1 provides a comprehensive analysis of these notions from the four perspectives (ethical, legal, 

societal, economical).  
8
 Further research on this aspect has been carried out in the scope of PRESCIENT D1. 

http://www.europarl.europa.eu/charter/pdf/text_en.pdf
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and marketed. In this context, personal data is a special subcategory which includes data generated by the 

digitalization of the person and of its private sphere. Data protection deals with normative issues related to 

this new kind of commodities, and refers to the regulation of a complex array of activities with the purpose 

of guaranteeing the free flow of this marketable information.  Emilio argued that the generation of the 

concept of data protection has generated a technical conception of privacy, that is now better framed and 

understood in terms of risk management and technical ability to protect or to penetrate the (informational) 

private sphere. With particular reference to the concepts behind the expression “personal data protection”, 

ethics should investigate the moral justifications behind the protection of such information (i.e. explain why 

should we protect them, what is the rationale of this protection) as well as the modalities in which that 

protection can be realized (what does this protection exactly mean and how can be realized). 

Another clarification was needed with respect to the terms “ethics” and “morality”, even if, as Emilio 

pointed out, there is no clear agreement on this distinction between scholars. Ethics is a branch of knowledge 

that deals with moral principles. (Meta-) Ethics aims at reflecting on the legitimacy of these moral principles, 

at analyzing their origins (i.e., to answer the question “where do these principles come from?”) and the 

rational criteria for selecting – in case this is possible – and agreeing on them in secular, pluralistic, 

multicultural societies (i.e., to answer the question whether it is possible a shared ethics under these 

conditions, or whether any ethics is unavoidably culturally bound?). On the other hand, the term “morality” 

refers to the actual principles as well as to the identification of norms that should govern a person’s behavior. 

The challenge of morality is to answer the question about how to fill the gap between actual behaviors and 

norms (in case a gap exists). According to this classification, morality (or “applied ethics”) makes sense only 

to the extent that there is a sort of consensus about preliminary, foundational ethical issues. In other words, 

and considering the identification of ethical issues of emerging ICTs, once could say that we can consider a 

determined behavior good or bad only after having agreed that (1) it make sense to search for rationality in 

human behavior (establishing criteria about what is good and bad) and that (2) it is possible to agree on such 

criteria
9
.  

Having clarified the conceptual framework of the workshop, Emilio started to discuss the implications 

of methodologies aiming at the operationalisation of nuanced concepts (as discussed in the previous slides) 

like “privacy” and “ethics”. Generally speaking, operationalisations refers to creating operational definitions 

in order to make a concept clearly distinguishable or measurable. Operationalisations may also involve the 

need to translate complex decisions into protocols, into clear procedures. In this sense, it is one of the options 

for the governance of difficult, ambiguous situations and policy decisions. Operationalisation is an answer to 

the need of complex, pluralistic societies to set up procedures that may be assessed and verified in a 

transparent way, also in order to identify clear cut and unambiguous responsibilities. Rather than allowing 

common sense or ad-hoc professional experts to govern what is to be done, appropriate decisions are 

stipulated by formulae, algorithms, decisional software, best practices guidelines, etc. In order to 

operationalise a complex decision, one needs to (1) split the action/decision into clear cut steps, (2) establish 

causal relations between steps, (3) define a metric which allows to validate and regularly assess the system, 

(4) create a routine based on follow-the-rule approach which substitute the previous seat-of-the pants 

decision. In the field of ICTs-related risk assessment, the operationalisation of privacy and other ethical 

                                                           
9
 In the discussion that followed Emilio’s presentation, Antoinette Rouvroy pointed out that the distinction between 

ethics and morality mirrors the distinction between critique (i.e. questioning on the criteria to assess what is 

moral/legal) and judgment (i.e. strategies to apply principles to concrete situations) in her understanding. Ethics/critique 

shall provide the rational justification for agreeing on the legitimacy of a decision on human behavior. A question was 

also asked about where is the place for “judgement” in PRESCIENT, and Emilio pointed out that the project’s main aim 

is to offer the “less risky” operationalising strategy for that purpose (for the risks in the operationalisation approach see  

the next paragraphs).  
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issues is currently the option being adopted by the vast majority of scholars dealing with critical issues of 

emerging technologies.  

Operationalisation is often unavoidable and desirable, but carries some risks. In his presentation, Emilio 

argued that there are both positive and negative aspects. The positive ones include the precautionary 

approach that is behind such procedure, the effort to provide more transparency and clearer allocation of 

responsibilities, as well as to allow a possibility for public review. Negative aspects include the risks inherent 

to the strict, defensive observance of protocols and mechanical following of procedures that can be 

inappropriate (e.g. one may become more interested in procedures than in the outcome), to the distribution to 

the blame (the so called “blame game”), and the risk related to the difficulty in reprogramming the protocols. 

One has always to remind that accountability and trust should be the final outcomes of this approach.  

Emilio concluded his introductory remarks with two suggestions and one consideration, aiming at 

finding a balance among different strategies for the governance of complex policy actions. The first 

suggestion was related to the need to carefully decide and define what can and cannot be operationalised. 

This needs to be done having in mind the existence of a human tendency to deny what is difficult, hardly 

intelligible and classifiable, a tendency that may “oblige” us to get rid of the problem simply denying it. 

Non-“operationalisable” decisions often require an educational approach that cannot be skipped in any case.  

The second suggestion was to take into account that operationalisation works better in small 

communities, limited organisations and situations. In large organizations, and wide contexts, where the 

bureaucratic component tends to prevail, operationalisation is extremely risky because it can be easily turned 

into a blame avoidance instrument.  

The final consideration was related to the fact that behind any privacy and ethical decisions there are 

power relationship that need to be considered. Usually only by empowering the weakest one can achieve the 

goal of protecting ethical values, privacy and personal data. If you don’t modify the distribution of power, 

any ethical procedure is going to be overcome by the most powerful agents in society.  

2. Roundtable 1 on “From privacy to ethical impact assessment” 

 

The first roundtable was aimed at discussing some of the current mechanisms that are in use for 

identifying, assessing and developing solutions for privacy and ethical problems that may emerge as new 

technologies are designed and developed. Particular attention was paid for the analysis of privacy impact 

assessment that have recently come into use in a few countries.  

The first speaker was Antoinette Rouvroy, research associate at the Interdisciplinary Research Centre 

on Information, Law and Society of the Namur University. Antoinette talked about the “Ethical and Privacy 

Impact Assessment in the Big Data Era: an Oxymoron?”. The aim of the contribution was to assess the 

timeliness, feasibility and usefulness of ethical and privacy impact assessment in the context of the on-going, 

ubiquitous processes of data mining and profiling, resulting in what Antoinette called the “big data era”. The 

speech also aimed at assessing what, beyond technical compliance with privacy and data protection 

legislation, should be the criteria for an Ethical and Privacy Impact Assessment of systems and application 

relying on data intelligence.  

Antoinette firstly talked about the “issue of time”. The issue of time includes questioning whether we 

are already too late in a process that is nowadays ineluctable. The issue of time also includes wondering on 

how the impression to be always “in a flow” can be addressed. In current times we have often the impression 

that the real time of technology development and data processing is completely beyond our control, in the 

sense that we don’t have the time to stop this process, and to reflect about the biggest picture, i.e. what are 

our society’s major goals and long-term projects. According to this view, the technology would be an 

instrument to achieve these goals. Antoinette then offered an outline of the structure of her talk, which was 
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divided into 4 main points: (1) epistemic and semiotic challenges, (2) practical challenges, (3) production of 

subjectivities, (4) EIAs and PIAs between critique and judgement.  

Antoinette’s first point on (1) epistemic and semiotic challenges was divided into three considerations. 

The first consideration (1a) was a discussion of the “lack of problematization”. In other worlds, there is no 

explicit agreement on what is the problem that emerging technologies (and data intelligence in particular) 

aim to address. This is mainly due to the cognitive problem of understanding “uncertain uncertainties” as 

something predictable. In this context, data intelligence can be provocatively conceived as a competitor 

(rather than target) for EIAs and PIAs, since it contributes to a new “uncertainty management strategy”
10

 

dealing especially with “uncertain uncertainties”, that are exactly EIAs and PIAs’ target. The difference, 

however, is that in data intelligence there is no place for judgement. This brings us to consider the second 

point made by Antoinette, (1b) the one of immanence. The knowledge derived from algorithms is perceived 

as natural, self evident, and no additional judgment effort is needed
11

. For this reason, it is very difficult to 

impose validity and legitimacy tests on data mining and profiling technologies, that are thus producing both 

knowledge about the future as well as norms that are reinforced by the function of the system. The paradox 

here is evident and is referred to as (1c) the “objectivity of data intelligence”, Antoinette’s third 

consideration: we have turned away from the traditional modern rationality (conceived as knowledge of 

causal relations), anchored in empirical experiment and deductive logic, to pass to purely inductive logic (i.e. 

the one of the algorithms in data mining), with no real interest in causal relations. This is a “very strange 

objectivity”, according to Antoinette’s own words. Moreover, algorithmic profiling promises enhanced 

personalisation of services and better consideration for individual needs, merits and preferences, yet without 

addressing individuals as subjects but merely as profiles.  

Antoinette went on to describe her second point on (2) practical challenges, in its turn divided into 3 

considerations. The first was about (2a) the “quantification of data protection threats”. Despite their 

etymology, data are not “given” but are better conceived as “involuntary emanations” from human actions, 

interactions, behaviours and so on. Moreover, controlling personal data does not amount to controlling 

meaningful knowledge. The second consideration was related to (2b) the question whether privacy is the real 

issue. Rather, as suggested by Antoinette, what is really at stake is the virtual, potential dimension of 

spontaneity, the contingency that is typical of the expression of human liberty as such. The subject is re-

defined as potency, more than an agent (e.g. see the conditional mode of the formula “what a body could 

do”). The third consideration was about (2c) the issue of proceduralisation. This third point relates to (i) the 

need to define the problem we are addressing with emerging technologies and the criteria to establish who 

takes the decision about this very definition. This cannot be done through instruments like EIAs or PIAs, 

since assessing the risk is different form deciding the broader orientations, goals and finalities (and the 

critical question here is whether PIAs and EIAs might result in a “de-politicization” of the issue); (ii) the 

need to consider whether procedural assessment are immunizing us from further responsibility and 

accountability checks; (iii) the need to take into account that preferences are not spontaneous facts of nature, 

but are socially, technologically, economically constructed, and to consider how new technologies are 

producing their own desirability.  

The third point in Antoinette’s speech was about the (3) “production of subjectivities” through the use 

of technology. The example given was that of profiling alerts that are thrown at the individual users and that 

                                                           
10

 Antoinette explained this by stating that data intelligence (data mining and profiling) materializes in a series of 

systems aimed at automating the processing from raw data to knowledge, as to relieve human actors from the burden 

and responsibility to transcribe, interpret and anticipate each other and the world’s events.  
11

 In Antoinette’s words: “data intelligence metamorphoses singular qualities into measurable quantities up to a point 

where belief in this numerical images replaces contact with the reality that these images are meant to represent (profiles 

replace discursive accounts and re-presentations). Immanence dissolves the space of critique: knowledge is not 

produced about the world anymore, but from within the digital world. A kind of knowledge that is not tested-by nor 

testing the world it described and emanates from”.  
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produce reflex responses, rather than interpretation, evaluation and reflection. This is affecting individual 

and collective conducts through what is defined as “constitutive technological normativity”. The related risks 

are to rigidify norms, to lose the occasion to disobey, to realise what makes us act in certain ways, in one 

expression “to give account of oneself”. 

The fourth and last point mentioned was a contribution on the debate on (4) how to conceive EIAs and 

PIAs. According to Antoinette, EIAs and PIAs in such a “big data era” can be conceived as an instrument 

“between critique and judgement”. Critique is defined as “the virtue consisting in challenging the very 

categories
12

 through which one is predisposed to perceive and evaluate people and situations of the world, 

rather than merely judging them according to these very categories”, while judgment subsumes events of the 

world under pre-established categories, norms, principles. Critique is further explained as “a practice that 

suspends judgement” and as an “opportunity to practice new values, precisely on the basis of that 

suspension”. It was finally proposed to conceive EIAs and PIAs as critique, and some considerations on this 

were suggested. First of all, a more developed diagnosis of the present is needed, and the definition of the 

ethical values that are to be protected in the “big data era”. Secondly, this would require a clear 

understanding of the target (what does EIA exactly assess?). Thirdly, an assessment of how presupposed 

agents and objects are produced is also needed (e.g. how are desirability and preferences produced? Are they 

favourable to human flourishing and compatible with deliberative democracy?), as well as the assessment of 

what emerging technologies allow to disregard or neglect, of what becomes invisible, unspeakable (e.g. to 

give voice to non-majoritarian views). In Antoinette’s understanding, a critique-based EIA should focus on 

evaluating projects, as well as on assessing risks.  

In the conclusive remarks, Antoinette argued for the urgent need to re-establish the hierarchy of ends 

and means, and to guarantee that emerging technologies remain responsive to human needs – rather than the 

opposite. During the discussion that followed, participants debate on the need to preserve the heterogeneity 

of the discourses about reality: statistics, economics, law, aesthetics, all disciplines have their own theories to 

understand and explain their own reality. Different realities are occasions for human reflexivity, for different 

constructions of reality to confront. The risk is that digitalisation renders obsolete other realities, and this 

may increase the perceived uncertainty.  

 

The floor was then handed to Aki Zaharia Menevidis, from the Fraunhofer Institute for Production 

Systems and Design Technologies, who gave a talk on “Privacy protection and ethical governance”. The 

perspectives presented were both the one of the final product (the “solution”) and of the overall process 

(concept, design, development). The presentation provided a set of practical rules for usage during proposals 

submission and contract conclusions and during the implementation of projects in security applications.  

The concept of “Responsible Research and Innovation” (RRI), developed by Von Schomberg
13

, is based 

on the ethical acceptability, sustainability and societal desirability of scientific innovation. According to Aki, 

in order to meet the “acceptance” need, all stakeholders have to be directly involved from the early phases. 

This would support the need to meet the users’ needs and goals, as well as to respect the values upon which a 

society is based.  

Aki presented the work that has been carried out in some EU funded projects such as Radical (Road 

mapping technology for enhancing security to protect medical and genetic data), Adis (Automatically 

                                                           
12

 This “virtue” is also what data mining technologies are doing, that is the reason why data intelligence can be 

conceived as “competitor” to EIAs and PIAs, as mentioned in point n1.  
13

 See European Commission, Directorate General for Research and Innovation, “Towards Responsible Research and 

Innovation in the Information and Communication Technologies and Security Technology Field”, edited by René von 

Schomberg, 2011, available at http://ec.europa.eu/research/science-society/document_library/pdf_06/mep-rapport-

2011_en.pdf 

http://ec.europa.eu/research/science-society/document_library/pdf_06/mep-rapport-2011_en.pdf
http://ec.europa.eu/research/science-society/document_library/pdf_06/mep-rapport-2011_en.pdf
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Detection of Situations that need intervention), Fearless (Fear Elimination as Resolution for Loosing 

Elderly’s Substantial Sorrows), Ethical (International debate on ethical implications of data collection, use 

and retention for biometric and medical applications) and Responsibility (Global model and observatory for 

International Responsible Research and Innovation Coordination). In the scope of these projects, five basic 

principles were initially identified in ICT research and development. These are informational privacy, 

confidentiality, property and ownership, reliability and trustworthiness, purpose and rationality. As a second 

step a code of conduct was developed
14

. The main reference is the so called “RRI matrix”
15

 that provides 

examples of key questions to be answered by stakeholders (both from a product and a process perspective) in 

order to fully implement the RRI scheme. A big challenge for the proposed principled approach is how to 

take into account also the emerging issues, since often there is a gap between the proposed aims and the 

actual (sometimes hidden) agenda (i.e. who is really empowered by the deployment of a technology). The 

future work will focus on the development of online tools for responsible research and innovation, that will 

integrate the code of conduct.  

In his conclusive remarks, Aki pointed out that the scientific assessment of risks encompasses two 

complementary assessments: the assessment of physical harms (this is mainly dealt with through the 

precautionary approach) and the assessment of societal harms (here EIAs have a crucial role). Privacy is 

often privileged as an important value to protect with respect to emerging technologies, but one has to 

wonder what is the role of other values and principles in the assessment of emerging technologies.   

 

The third speaker of the first roundtable was Martin Peterson, associate professors of philosophy at 

Eindhoven University of Technology, who proposed a speech on “Are there ethics in algorithms? Searching 

for ethics in contemporary technologies”. The presentation aimed at scrutinising the recent debate over the 

moral status of technological artefacts and presenting the arguments to consider some of them as value-

laden. The speech was structured around three claims: (1) algorithms are value-laden since they may 

contains ethical assumptions, (2) algorithms may influence our decision, but (3) algorithms are not to be 

considered as moral agents. 

Martin firstly defined the term “algorithm” as a “finite sequence of well-defined instructions that 

describe in sufficiently great detail how to solve a problem”. The mainstream view in contemporary 

philosophy of technology is that algorithms are value-laden since they may contain ethical assumptions 

(claim 1) and influence our decisions (claim 2). With regard to claim 1, a value judgment is defined as “a 

proposition expressing a view on how things ought to be, or what is good or bad, or desirable or 

undesirable”. In accordance with this definition, Martin argued that some algorithms comprise a value 

judgment “if two or more persons who accept different value judgements would have a rational reason to 

design or use the algorithm differently”. The example to support this claim was the one of medical imaging 

technologies, and the decision about how sensitive the device should be, that is related to the issue of the 

trade-offs between false negatives and false positives. The so called “ROC analysis” provides a scientific 

reply to this issue, but still one is confronted with a value-laden judgement when has to decide where in the 

curve we should position – there is no way in avoiding the ethical problem. A proposed solution about how 

to deal with this problem is to rely on the moral principle of transparency, i.e. to make the decisions about 

the development of the algorithm as transparent as possible
16

.  

                                                           
14

 See the RESPECT code of conduct, “An EU code of ethics for socio economic research” available at 

http://www.respectproject.org/ethics/412ethics.pdf 
15

 http://renevonschomberg.wordpress.com/implementing-responsible-research-and-innovation/ 
16

 However, after the presentation participants agree that transparency can come into conflict with other principles and 

rights, such as intellectual property rights, or the issue of security sensitiveness. Similarly, some details that are 

paramount for the EIAs would be confidential information.  

http://www.respectproject.org/ethics/412ethics.pdf
http://renevonschomberg.wordpress.com/implementing-responsible-research-and-innovation/
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The third claim on the moral agency of technological artefacts was also discussed and three views were 

proposed. According to the so called “strong view”, technological artefacts are (together with humans) moral 

agents (see for instance Verbeek
17

). The “moderate view” claims that there is an intermediate position, that 

attributes moral relevance to artefacts without making them morally responsible or morally accountable for 

their effects. The “weak neutrality thesis”’ claim is that artefacts are neutral means to the end pursued by 

agents.  

Martin discussed the claims of the “strong” and “moderate view” in order to offer a defence of the 

“weak neutrality thesis”. The four claims of the strong view are that: (1) technological artefacts actively co-

shape peoples’ being in the world”, (2) humans and technologies do not have a separate existence anymore, 

(3) technologies have thus an intentionality (in a morally relevant meaning) and therefore (4) moral agency is 

distributed over both humans and technological artefacts. The problematic issue of claim 1 is that 

technologies hardly can be active in producing an effect (active would be the designer or inventor). 

Moreover, it is not possible to state that technologies have an intentionality in a morally relevant sense. 

According to the moderate view (see Illies and Meijers) “technological artefacts are morally relevant in the 

sense that they sometimes affect the attractiveness of the possible actions that make up an Action Scheme 

(i.e. the set of possible actions with different attractiveness that is available to an agent or group of agents in 

a given situation). In line with this perspective, however, Martin argues that everything would be morally 

relevant.  

Martin then discussed then the claim that a change in the realm of “can” (what is possible) implies a 

change in the realm of “ought” (what is morally required). Questioning whether mere possibilities really 

matter, Martin proposed the consideration that if our “first order” responsibility is to carry out morally right 

actions, the “second order” responsibility is to make sure that there are some morally good actions to choose. 

The weak neutrality thesis accepts the first two claims of the strong neutrality thesis (i.e. that artefacts never 

figure as moral agents and are never morally responsible for their effects) but rejects the third one, i.e. that 

technological artefacts never affect the moral evaluation of an action, since sometimes they do. The 

conclusion is that algorithms are essentially value-laden, but this does not entail the claim that they are moral 

agents.  

3. Roundtable 2 on “Ethics of Ethical Impact Assessment” 

The second roundtable was about the “Ethics of ethical impact assessment”. This session discussed the 

ethically sustainability of such a methodology and the ethical issues raised by the very notion of “ethical 

impact assessment” that is modelled somehow along the lines of a privacy impact assessment. The 

roundtable was chaired by Carl Mitcham, director of the Hennebach Program in Humanities of the 

Colorado School of Mines.  

The first speaker was George Agich, co-director of the international conferences on clinical ethics and 

consultation, who gave a speech on “Ethics between checklist and philosophical enquiry”. In his paper, 

George argued that ethical impact assessment can make a positive contribution to the assessment of risk only 

if it is not ethical in the conventional sense, but is philosophically engaged in the development of new 

technologies. A conventional ethical impact assessment would benefit from such an “informed philosophical 

understanding of the technologies in question”. In George’s own words “to be effective, Ethical Technology 

Assessment (ETAs) has to be pragmatically ethical”. The talk aimed at presenting the model of clinical 

ethics as a way of doing ethics that is engaged in practices, and argued that the technology assessment may 

benefit from this approach. The problem is that sometimes in ETAs the knowledge of technology functioning 

and potentialities seem to be optional, while it is crucial. ETAs should be much more rigorous in 

                                                           
17

 Peter-Paul Verbeek, “Persuasive Technology and Moral Responsibility. Towards am ethical framework for 

persuasive technology”.  
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understanding the technology and the assessment of technologies should be used to improve the overall 

process.  

First of all, one has to acknowledge the complexity of the exercise of technology assessment. 

Technology have complex development histories and a political dimension, that each ETA effort should not 

forget. The conventional approach is based on the consideration that ETAs are framed under diffuse, yet 

often widely accepted, frameworks/theories (principalism, virtue ethics, etc) or concepts/principles 

(autonomy, beneficience, non-maleficience, justice, privacy, fidelity). It has to be noted that the principles 

may have different and contradictory applications, and it is always crucial to take the context into account. 

Secondly the ethical assessment based on an ethical theory often carry the epistemological stance of “view 

from nowhere”, that can impede constructive dialogue between those doing ETA and engineers/developers. 

The task of EIA should be pragmatic, that is, to engage ethics into a practice, to apply ethical principles but 

through the knowledge of engineers’ concerns and feelings. Engineers have ethical sensibilities but 

sometimes a different language to explain them.  

Another important task for ethical technology assessment is to commit to both identify a problem and to 

propose of a solution. The latter task in particular is often see only as a priority of engineers. Ethical 

technology assessment should first analyse the issue and then distribute the roles for solving the issue to 

relevant actors. Its role might be that of mediation between different actors. Nowadays, conventional ethical 

assessment focuses primarily on identifying problems, concerns or offering criticism, than in framing 

solutions which are both ethically and practicable. Other problems with conventional ethical assessments 

approaches that were mentioned by George were related to the fact that broad principles provide minimal 

guidance for addressing ethical challenges of emerging technologies in practice; ETA often assumes that 

engineers and developers are not ethically aware; projective and retrospective critical analysis cannot replace 

concurrent conversation and engagement with the developmental process; ETA checklist and protocols may 

miss important practical problems in the implementation of a technology. Developers of technologies report 

that a catalogue of ethical challenges cannot replace the actual help in solving practical problems. There is 

the need that ETA is early engaged into the development and application of technologies. 

The final remarks of George’s presentation focused on the clinical ethics approach as a case study
18

. The 

clinical ethics approach is engaged with the practices, it focuses on ethical questions emerging within the 

development and applications of technologies, it is competent as it proposed workable solutions. It conducts 

conventional ethical assessment of technologies, but it is also committed to find pragmatic, solutions to 

emerging ethical challenges. In George’s suggestion, this approach is not intended to replace but to augment 

conventional ETA, and to correct some of its inherent deficiencies. It first involves a new role for those 

conducting ETA, as contributors to the development and application processes, and bearers of  

responsibilities. ETA is itself inherently political (technology is a form of power, and as all powers, it need to 

be “balanced”) and must be pragmatically ethical. ETA can propose solutions to the balancing problem, but 

if it is not pragmatic, it risk to be just an alibi. Moreover, George suggested that the role of time in the 

assessment is crucial, since technology evolves significantly and quickly.  

 

The second speaker of the second roundtable was Andrew Edgar, director of the Centre for Applied 

Ethics at the Cardiff University, who proposed a speech on “Is ethical impact assessment ethical?”. In his 

presentation, the relationship between the moral agent and new technology was explored.   

Andrew first proposed to consider Charles Taylor’ essays in order to understand what does it means to 

do an ethical inquiry. By their very nature, humans are story tellers and have to make sense of their 
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 It has to be noted that in the discussion that followed, however, participants agreed that there is a difference between 

the scope of clinical ethics, that is to propose direct answers to specific problems, and the ethical impact assessment of 

technologies that first needs to enable discussion about future projects of society. 
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environment. At the root of any moral enquiry lies a vision on human nature and the good life, that are both 

defined by our “moral values”. The vision is not fixed and it changes historically and is contested between 

different cultures. When something changes dramatically over history, new possibilities emerge on what 

humans could be and what the “good life” consist on. The questions proposed is “how do we make sense 

about technologies?” and “how do we make them fit into our society?”. Andrew invited the audience to 

consider Marx’s historical materialism. Marx made a link between technology and morality: as technology 

moves forward, it is transforming the rest of the society including the moral believes it is based on. So, as 

technology change, so too does the morality by which technology and its consequences could be assessed. 

This may be an explanation on the difficulty in assessing the future by using our moral concepts.  

Andrew proposed to consider the debate concerning the introduction of enhancing technologies (a field 

of investigation often referred to as “transhumanism”) in sport. These debates may be taken as a model of all 

debates that are ought to be held about new technologies in general, where the central issue is the impact that 

the technology will have on the meaning of being human. Sport is a conceived as a “moral laboratory”, since 

it is a “safe arena” or a very simple model of a legal system based on very systematic set of rules. Sport is 

about a physical challenge that you might fail. But what does it happen if technology is simplifying this 

challenge? One may ask how the technology impacts on what it means to participate in a particular sport. 

Debates on “transhumanism” rest upon the issue of the impact that the technology will have on the meaning 

of participating in the sport and on stimulating a new understanding and moral assessments of what is to be 

human. 

Andrew proposed also a comparative analysis of Jurgen Habermas’ The future of Human Nature and 

Donna Harraway’s Cyborg Manifesto. Habermas questions certain human enhancement technologies on the 

ground that they inhibit moral discourse. When technology becomes an end, it can end up “controlling” us, 

changing our moral assumptions. The result is that the human being is turned into an object. Distancing 

herself from this deep pessimistic view of the future and of technological developments, Harraways argues 

that technology is not only going to change how we have been and how we are now, but also to stimulate 

new narratives on what it is to be human. Humans have always be technological animals, but they are now 

too dependent on technology. The final consideration in Andrew’s talk was that a crucial problem remains, 

i.e. that a great deal of popular discussion on the moral value of technology will be highly rhetorical: the 

meaning of the technology is contested through metaphorical and poetic imaginary. EIA thus has to 

recognise and engage with the possibility of creatively and positively re-describe and re-evaluate technology, 

as technology is being incorporated into our lives.  

 

The third speaker was Michael Nagenborg, from the International centre for Ethics in the Science and 

Humanities at Eberhard Karls University Tuebingen, who gave a speech on “Security Ethics: an 

oxymoron?”. The presentation explored how and when security started to become an ethical issue, and what 

are the implications for the ethical impact assessment of security technologies.   

Michael’s starting point was a consideration on the origins of the two words, ethics and security. On one 

side, “ethics” dates back to the ancient Greece, when philosophers started to develop the understanding that 

human life cannot be sufficiently guided by habits, conventions and traditions alone. The word “securitas” 

was coined by Cicero, and referred to a central aspect of living a good life, the “vita beata”, with the meaning 

of living a life without (se) any fear (cura). This approach had its root in the Stoic tradition, based on the  

avoidance of suffering from anxiety and on living in peace without conflicts by becoming fully aware of 

what lies beyond the influence of human actions.  

At the beginning there was therefore no apparent contradiction between security and ethics. Since 

Augustine however, security has been perceived as something that has to be provided and maintained. An 

active understanding of security (e.g. the idea that security is about “preventing adverse consequences”) has 
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been developed since those days. In today’s world “security” is a concept that needs to be designed and 

realized, it is mainly conceived as the result of human actions. In our claims about contemporary security, 

Michael argued, the concept of a life “without fear” is missing: as a consequence, the perceived sense of 

insecurity is relatively high in the most safe parts of the world. This “permanent notion of insecurity” 

directly limits the freedom individuals and societies need in order to prosper. It is paradigmatic that the 

institutionalisation of a fear is exactly the main goal of any terroristic activity. Michael discussed whether we 

have the problem of “too much” security in our contemporary ages, and proposed that we probably shall 

think of removing something from our “securitization agenda”. Ethical concerns are not so much about 

security per se, but about the levels of security and the measures taken to achieve them, and about who 

should take responsibility for addressing these issues by these means. 

The second part of Michael’s talk focused on security ethics. He argued that security ethics should not 

only be concerned with the ethical design of security measures since this is not enough anymore. An 

assessment of security measures and technologies based on ethical values has to address the discourse of 

security itself, paying attention not only to intended and unintended consequences and to the impacts on 

social life, but also aiming at understanding and evaluating how security shapes the world we live in. In sum, 

the speaker offered a two level approach for security ethics: (1) at the administration-level, the ethical 

assessment of specific security measures that is based on principles such as liberty, privacy, justice and (2) at 

the research level, the critical reflection on the specific concept of security, since it is evident that there are 

alternative ways to conceptualize security.  

The discussion that followed focused on the differences between ethical assessment and legal 

assessment, the later happening when the majority has agreed upon a decision. The problem in ethical 

assessment of security technologies is that the technological area is often defined on the basis of its scope. 

However, the definition of security is a political one – that’s why also EIA is a political exercise. So ICTs 

ethics, at the end, it becomes either meta-ethics or a political exercise. The role of Ethical advisory boards 

(EABs) was also discussed with the audience. When EABs try to propose a solution, they work on the basis 

of protocols or intuitions and expertise? And if protocols, which types? There is also the risk that, if security 

is conceived as a theatre, EABs become an actor on the stage.  

4. Roundtable 3 on “A new framework for ethical impact assessment” 

 

The third roundtable was about “A new framework for ethical impact assessment” and aimed at deepen 

the discussion about the criteria for developing a new framework for ethical and privacy impact assessment 

of emerging technologies. In this context, as previously mentioned, the criteria and variables for developing 

such a methodology are vague and unclear, and this poses serious problems for ethics when trying to 

evaluate new technology developments.  

 

The first speaker of this roundtable was David Wright, Trilateral Research and Consulting, partner in 

PRESCIENT, who gave a speech on “A new approach to Privacy and Ethical Impact Assessment”. The 

presentation focused on a proposed new framework that has been developed in the scope of the PIAF 

project
19

, funded by the EC’s Directorate General Justice.   

David argued that an ethical impact assessment for emerging technologies can and should follow a 

process similar to that of a Privacy Impact Assessment. A PIA is defined as “a process for assessing the 

impacts on privacy of a project, technology, policy, service or other initiative, and in consultation with 
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 The PIAF project reviewed existing PIA policies, methodologies and practices in Australia, Victoria State, Canada, 

Ontario, Alberta, Hong Kong, Ireland, UK, and US, and surveyed EU DPA (Data Protection Authorities) on their views 

on PIAs. The project also made a set of recommendations for an “optimised PIA based on best practices from this 

analysis”. See http://www.piafproject.eu/  

http://www.piafproject.eu/
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stakeholders, for taking remedial actions as necessary in order to avoid or minimise the negative impacts”
20

. 

According to David, “a PIA is about identifying risks and finding solutions, not simply producing a report to 

demonstrate the compliance”. The PIA methodology, as developed in the PIAF project, can be extended or 

adapted to include an ethical impact assessment. David presented “A step by step guide to PIA” and a 

“Template for the PIA report”. 

David provided some considerations on why there is a need to consider also ethical implications beyond 

the data protection and privacy issues. Technologies are not neutral, nor “value-free”, and how they are 

configured and used reflect the interests and values of their developers and users. Over time, other 

stakeholders may adapt a technology for uses unforeseen when the technology was originally developed. 

These possibilities should be conceived at the design stage. Finally, it is important to take into account that 

ethical considerations are often context-dependent. These are big challenges to consider while developing an 

ethical impact assessment framework.  

The innovative character of the proposed methodology is that it is conceived as an ongoing process, 

instead of being fixed and pre-defined criteria, as it usually is for the traditional PIAs approaches, coming 

from the Data Protection area. The presentation identified examples of social values and ethical issues that 

might arise in the development and deployment of new and emerging technologies, such as the implications 

for principles as autonomy, justice, dignity, trust, fairness and responsibility. The framework also includes a 

set of ethical tools and procedural practices which can be employed as a part of the ethical impact 

assessment
21

.  

The framework has been developed within a European context, but could be applied equally beyond 

European borders. The most contentious issues are whether PIA and EIAs should be mandatory
22

, and 

whether approval should be requested from the DPA, the definition of stakeholders categories and their 

engagement, the publication of the PIA+EIA report which might include sensitive details, the challenges in 

conducting trans-national PIAs, and the conditions to conduct the third-party review or audit.  

During the discussion that followed, questions concerned the clarification over the scope of the new, 

enlarged PIA, and in particular whether it should assess the risk of the technology towards current moral 

standards, or whether the technology is raising new ethical issues, or both. Other questions focused on what 

kind of provisions can be used to avoid companies to perceive this just as a bureaucratic burden. Potential 

mitigating factors are that PIA can be a way to gain the public’s trust and confidence, can be conceived as a 

marketing asset, the consideration that it can help avoiding costly or embarrassing privacy mistakes.  

 

The second speaker of this roundtable was Glen Francis Newey, from the Free University of Brussels, 

who gave a speech on “Ethical Impact Assessment: going over the top”. Glen’s paper aimed at questioning 

the notion of ethical expertise in academic stocktaking exercise.  

The point of departure of Glen’s speech was Plato’s theory on whether virtue can be taught. In one of 

the most known platonic dialogues, Socrates and Protagoras join battle first on the question of whether virtue 

can be taught and whether virtue is knowledge (i.e. a sharable good), or whether it is confined to a few 

people like musical talent. Later on in the dialogue, they debate on the very nature of virtue, i.e. on the need 

to consider it as one thing, or many. Socrates’ change of mind (the philosopher first starts by denying that 
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 See David Wright presentation at the Rome workshop, slide n7.  
21

 See also Beekman’s analysis of “Ethical Bio-Technology Assessment Tools” for stakeholders engagement, available 

at the following link  http://www.ethicaltools.info/content/ET1%20Final%20Report%20(Binnenwerk%2059p).pdf  
22

Art. 33 of the proposed new EU data protection regulation introduces an obligation for data controllers to carry out a 

data protection impact assessment where processing presents “specific risks to the rights and freedoms of data subjects”. 

For a more detailed analysis of the legal basis for the introduction of an obligation for PIA, see also PRESCIENT D4 – 

Chapter 4 on Key provisions in the EU legal framework on privacy impact assessment.  

http://www.ethicaltools.info/content/ET1%20Final%20Report%20(Binnenwerk%2059p).pdf
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virtue can be taught, but seems to end up saying that all virtue is a form of knowledge, and so, can be taught) 

as discussed by Glen, is an opportunity to discuss about the possibility to teach virtuous behaviour. These 

were discussed as follows.  

There are various reasons to be doubtful that virtue is a form of knowledge. For instance, you can have 

knowledge without virtue. This clearly applies to non-moral knowledge, but may apply to moral knowledge 

as well (e.g. one can consider some forms of sadism). Many think that you can have virtue without 

knowledge or even wit, but this seems to rely on the idea that moral virtue is just a matter of following rules, 

and it is clearly a reduction of the role of ethics. Moreover, it is important to consider that the 

implementation of moral rules necessarily requires a form of wit.  

Glen therefore suggested that maybe the relevant notion of knowledge is the practical one, i.e. knowing 

how rather than that. He discussed that morality’s strict orientation to truth might represent the problem in 

this field, not necessarily because moral judgments can’t be true or false, but mainly because their being 

capable of truth will not help much in situations where ethical problems or questions arise on a practical 

level. The platonic conflict between the democratic notion of knowledge (including ethical knowledge) that 

is available to all (see Plato’s Meno) and the notion in which reflection on the highest goods is confined to 

the few (see Plato’s Republic). 

Glen’s suggestion is thus to “get past the need for moral knowledge, with its attendant notions of 

expertise, enlightenment, and disciples/ followers/ pupils”. Oscar Wilde’s “The decay of lying” provides 

good examples on “how to get rid of the need to know”. The concept of “representation” is a crucial one and 

art is taken as a case study by Glen in this respect. Art is a veil, rather than a mirror, it finds her perfection 

within (and not outside) herself. Art cannot be judged by any “external standard of resemblance”. Art doesn’t 

aim « to hold the mirror up to nature », in Hamlet’s words, but to embody an ideal that nature cannot 

emulate. For Oscar Wilde art creates the reality that it purports to represent. Might this be true in ethics as 

well? And, in any case, according to Glen, if there is such a thing as ethical expertise, it should be more 

similar to Wilde’s creative artist. However, to deny that expertise involves rule-mastery doesn’t mean that it 

lacks its “standards of excellence” of its own. The suggestion is thus to seek ethical expertise “beyond 

representation”, in other words to seek “non-mimetic expertise”, i.e. expertise without (necessary) 

representation, but also not beholden to rules of conduct and their (non-) applicability. This is more a matter 

of making well-judged contextual interventions that display circumstantial sensitivity, more a matter of 

phronesis (φρόνησις in Ancient Greek, meaning intelligence, sensitivity, being wise) rather than episteme 

(επιστήμη in ancient Greek, meaning incontrovertible, indubitable knowledge). One of the main challenges 

here is how far this methodology can be communicated.  

The main conclusions of Glen’s speech were that the theory that virtue is knowledge is helpful because 

it offers a way of unifying the concept of virtue, but it is at the same time controversial since this would 

mean to abandon the “un-teachability thesis”. There are however some reasons to doubt that knowledge is 

virtue, and also some reasons to doubt that virtue can be taught and to question the relevance of 

“representation” to ethical expertise. In case there is the need to define the notion of “ethical expertise”, this 

would be likely to be “non-mimetic”, and not necessarily transferable. This is not to say that expertise, so 

construed, cannot yield anything that can be imparted, but just that this is not best viewed as a body of 

knowledge or a set of rules that are « applied » to the situation at hand. The implications for those developing 

a framework that should assess “ethical implications”, have the difficult task of trying to assess the “plurality 

of good lives”. The concept of justice as a matter of equilibrium, ration, proportionality, beauty – as it was in 

ancient Greece – can be of particular help in this respect. 

 

 

The third speaker of this final roundtable was David Hunter, from the Department of Philosophy of the 

University of Birmingham, who talked about “Risks, hazards and uncertainty: how to incorporate justice into 
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ethical impact assessment”. David presented a paper on “How to object to radically new technologies on the 

basis of justice: the impact of uncertainty and time, synthetic biology as an example”.  

 

In his introductory remarks David pointed out that the challenges to performing ethical impact 

assessment of emerging technologies are related both to the difficult in predicting the impacts of new 

technologies and to the fact that people don’t usually agree on ethics and on the role ethics may have in this 

field. The challenge for those objecting new technologies on the basis of risk, is that we cannot know with 

any certainty the probability of those risks, hence they are properly thought of as hazards. Furthermore, there 

is no clear agreement on which types of risks are the target of the assessment (risk in the research or in the 

widespread availability of the technology, risk changing the nature of our species or risk impact on current 

moral beliefs, and so on). The implication of the second point is that if people don’t agree about ethics, 

emergent ethical considerations might not be apparent before the introduction of a technology. The 

presentation engaged with this problem and the broader problem of the lack of a coherent agreed ethical 

framework in the particular context of one ethical issue: justice.  

 

The very notion of “ethical impact assessment” of emerging technologies raises both epistemic and 

normative uncertainty. A proposed solution might be to rely on participatory democracy as a method to agree 

on the importance of an ethical principle. If there is no room for actually discussing (and agreeing) on the so 

called ethics “background theories”, a good starting point can be to agree that a given principle is important.  

Generally speaking, it ought to be kept in mind that there have been two broad arguments that provide a 

presumption in favour of the permissibility of new technologies. These include to appeal to the potential 

benefits that might be derived from technology and a more general claim to liberal rights. Usually the onus is 

on those who object to new technologies to show that in a particular case either these arguments don’t apply, 

or that there is some over-ridding ethical concern that trumps these arguments. The appeal to the principle of 

justice might be important with respect to these arguments. In its concrete application, this principle aims at 

analysing how technology impact on the power relations in society, i.e. whether it advantages the already 

powerful social groups, or further disadvantages the less powerful ones.  

 

There are three broad strategies to object to radically new technologies on the grounds of social justice, 

each corresponding to a different conception and interpretation of this concept. In his presentation, David 

explored these strategies and argued that only one of them is particularly effective and it applies to only a 

limited number of cases of radical new technologies.  

The first strategy is referred to as “procedural justice” and is based on the establishment of a fair 

procedure for the distribution of benefits derived from the technology. The focus of these theories are more 

on how decisions are made (i.e. the fairness of the process used to determine the distribution of benefits and 

burdens related to the technology), rather than on the outcome of those decisions. This might be a practical 

response to an inability to agree about more substantive principles
23

. However, David suggested that even if 

this strategy may offer important insights on how to ensure that the introduction of a technology is ethical, it 

rarely provide a basis for objecting to new technologies in themselves.    

The second strategy is “outcome justice”, based on the claim that inequalities in society should not be 

increased by the introduction of new technologies. This approach is endorsed by much bioethics literature, 

when justice concerns are raised with regards to new technologies. However, David argues that some of the 

strength of this argument based on the outcomes is merely apparent and provides two kinds of reasons for 

this. Problems that are common to outcome-based theories is that “they are action guiding only insofar as the 
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 Recently, Norman Daniels and James Sabin have argued for their accountability for reasonableness framework, 

which aims to establish a fair procedure to decide on distribution when more substantive principles of distribution 

cannot agreed on. See Norman Daniels, James Sabin, “Accountability for reasonabless: an update”, British Medical 

Journal, 337, (2008), 1850-5. 
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outcome is reliably predictable”. Where there is significant uncertainty involved, outcomes are less reliable 

in guiding our actions
24

. The second problem is the problem of time, i.e. on explaining at which time point 

should one aim at maximizing utilities and why shall we prioritize that time over the future, since often 

analysing the impact of a now inequality does not take into account future benefits. The difficult question to 

ask is whether the creation of inequalities at a specific point in time provides sufficient grounds to reject a 

new technology. 

David’s paper argues that the “patter-based approaches” are the best way for a justice approach to the 

introduction of emerging technologies. These strategies aim at evaluating whether a technology is negatively 

impacting on a particular patter of distribution of resources. In order to evaluate the just patter of distribution 

one should consider whether the new technologies are conferring abilities or advantages that are multi-

generational and transferable to members of a particular group, or whether they could confer significant first 

mover advantages. The main problem here is the need to outweigh justice with other competing values: in 

other words, if a technology has a negative impact on the patter of distribution but this is mitigated by how 

the technology is introduced, or by the fact that it enhance other values. 

 

5. Conclusions: outcomes of the workshop and key open issues for the development of 

the PRESCIENT Framework 

 

PRESCIENT aim is to move towards an integrated instrument to assess ICTs implications on privacy, 

fundamental rights, and other ethical issues. The background idea is to base this framework on a recently 

methodology derived from PIA frameworks.  

Having in mind PRESCIENT objectives, the workshop held in Rome in September 2012 contributed to 

point out the key open issues in the development of such a methodology, and clarifying the need to take into 

consideration privacy and ethical implications of an emerging technology. The event helped in clarifying and 

extending the current debate in the field of ethical impact assessment. The scope was also to reflect and 

discuss on a set of relevant criteria for building a new framework for evaluating the impact of emerging 

technologies from an ethical perspective. The conclusions of the workshop and key open issues can be 

summarised as follows. For each of them some considerations on the implication for the development of the 

framework in PRESCIENT are also proposed.  

 

(1) Deepen the discussion on the role of ethics in assessing emerging ICTs: between critique 

(meta-ethics) and judgement (applied ethics) 

As discussed by Emilio in his introductory remarks, the questions still to be considered and addressed are 

whether and under which conditions a framework for assessing ICTs ethical implications is desirable (is it 

timely? is it useful?) and feasible (under which criteria?).  

With regard to the “desirability” questions, from the experts’ presentations and the discussion that 

followed, it seems that there is no evident agreement on the scope of such an assessment methodology. This 

is the result of epistemic and practical uncertainties that still have to be systematically addressed by the 

academic community. The desirability-related open issues refer also to the questions whether this instrument 

should address impacts on current principles, or more generally on the meaning of being humans, on our 

self-understanding and on the meaning of living a good life.  

Experts in ethics might feel that ethics is somehow limited when it refers only to compliance with 

selected principles, since at the root of any moral enquiry lies a more general vision on human nature and the 
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 A tool to deal with this uncertainty is the precautionary principle, as briefly discussed in section 4.1 of the present 

deliverable.   
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good life. How to conciliate this ethos of ethics with the need to be pragmatic, i.e. to identify problems and 

propose solutions? 

The “desirability” aspect reflects the distinction between critique and judgement, and it has been a 

common theme during the 2 day event. There is a deep need that EIAs are able to enable discussion on 

society’s long term projects, more than just on evaluating (mid-term) risks. The idea behind is also that only 

with a comprehensive diagnosis of the present we will be able to understand the potential future.  

Participants to the Rome Workshop seem to agree on (1) the need to deepen the discussion on the 

reference theoretical framework for establishing ethical principles in ICTs ethics as well as on (2) the 

tension, evident in contemporary society, between the need to “operationalize” complex situations and the 

need to “criticize” what is legally binding and morally acceptable in a given situation, as well as the general 

projects of our society.  

These considerations have some implications for the development of PRESCIENT framework. It seems 

reasonable to claim for more structured research agenda on the “meta-ethics” of ICTs ethics. As currently 

conceived, EIAs are instruments of pure empirical research, which should, however, be based on a precise 

ethical theory – that is often taken for granted. A proposed solution is to rely on participatory exercises, as a 

method to agree on the importance of an ethical principle. If it is true that there is no room for actually 

discussing (and agreeing) on the so called ethics “background theories”, a good starting point can be to agree 

that a set of given principles.  

 

(2) Consider the issue of time and of the fluidity of human morality 

Difficulties in EIAs relate both to the fact that people don’t usually agree on ethics and on the role ethics 

may have in this field, as well as to the difficult in predicting the impacts of new technologies. A point to be 

considered is that human morality is unavoidably fluid. Technologies are increasingly raising new ethical 

issues. The claim that a change in the realm of “can” (what is possible) implies a change in the realm of 

“ought” (what is morally required) was also addressed during the meeting. The potential infinity of ethical 

issues arising from emerging technologies should be always taken into account.  

In addition, one should consider that at the root of any moral enquiry lies a vision on human nature and 

the good life, that are both defined by our “moral values”. The vision is not fixed and it changes historically 

and is contested between different cultures. When something changes dramatically over history, new 

possibilities emerge on what humans could be and what the “good life” consist on.  

The questions proposed with respect to this have also been “how do we make sense about 

technologies?” and “how do we make them fit into our society?”. There is the need to take into account that 

preferences are not spontaneous facts of nature, but are socially, technologically, economically constructed, 

and to consider how new technologies are producing their own desirability.  

For Oscar Wilde art creates the reality that it purports to represent. Might this be true in ethics as well? 

And, in any case, as it was pointed out during one presentation, if there is such a thing as ethical expertise, it 

should be more similar to Wilde’s creative artist. However, to deny that expertise involves rule-mastery 

doesn’t mean that it lacks its “standards of excellence” of its own. The suggestion is thus to seek ethical 

expertise “beyond representation”, in other words to seek “non-mimetic expertise”, i.e. expertise without 

(necessary) representation, but also not beholden to rules of conduct and their (non-) applicability. This is 

more a matter of making well-judged contextual interventions that display circumstantial sensitivity, more a 

matter of phronesis (φρόνησις in Ancient Greek, meaning intelligence, sensitivity, being wise) rather than 

episteme (επιστήμη in ancient Greek, meaning incontrovertible, indubitable knowledge).  
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(3) Consider the need to broaden the scope of an Ethical Technology Assessment from just 

identifying risks to proposing solutions  

Nowadays, conventional ethical assessment focuses primarily on identifying problems, concerns or 

offering criticism, than in framing solutions which are both ethically and practicable. Another important task 

for ethical technology assessment would be to commit to both identify a problem and to propose of a 

solution. The latter task in particular is often see only as a priority of engineers. Ethical technology 

assessment should first analyse the issue and then distribute the roles for solving the issue to relevant actors. 

Its role might be that of mediation between different actors.  

Another open issue was whether this instrument should be focused on detecting future (potential) 

implications or focus on current (real) ones. Experts seem to agree that such an instrument must be 

pragmatic and focus on proposing solutions beyond identifying critical issues. To accomplish this task, it 

should be much more rigorous in understanding the technology and the power relationship it involves. 

 

(5) Consider the challenges of an interdisciplinary approach.  

Each discipline has its own method to express and validate the truth. When coming to ethics, however, 

it can be said that many persons often share the same ethical sensibility, even if sometimes they use a 

different language to explain it. Ethics can be conceived as playing a mediation role between different 

disciplines as well.   

The ethical assessment based on an ethical theory often carry the epistemological stance of “view from 

nowhere”, that can impede constructive dialogue between those doing EIA and engineers/developers. The 

task of EIA should be pragmatic, that is, to engage ethics into a practice, to apply ethical principles but 

through the knowledge of engineers’ concerns and feelings.  

 

Annexes 

Annex 1 – Rome workshop Agenda 

Annex 2 – Participants’ Biographies  

Annex 3 – Speakers’ Abstracts  

Annex 4 – Speakers’ Presentations 
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Prescient- Privacy and Emerging Science and Technologies  
 
PRESCIENT is a three‐year research project funded by the European Commission under its Seventh 
Framework Programme.  The Project  is part of  the  Science  in  Society  activities of DG Research. 
 
PRESCIENT  aims  to  provide  an  early  identification  of  privacy  and  ethical  issues  arising  from 
emerging  technologies  and  their  relevance  for  EC  policy.  It  will  contribute  to  the  quality  of 
research in the field of ethics, by distinguishing between privacy and data protection and analysing 
the ethical, legal and socio‐economic conceptualisations of each. 
 
The PRESCIENT project unfolds in four stages. 
 
Work Package 1 ‐ Current approaches to privacy and technology: The first stage  is ANALYSIS: the 
partners will provide a state‐of‐the‐art analysis of privacy and data protection as conceptualised 
from an ethical, socio‐economic and legal perspective 
 
Work Package 2  ‐ Privacy, data protection and ethical  issues  in selected emerging  technologies: 
The second stage  is CASE STUDIES wherein the partners will  identify the privacy, data protection 
and  ethical  issues  arising  from  five  different  emerging  technologies  and  their  applications. 
 
Work Package 3 ‐ Citizens' perception of privacy: The third stage focuses on CITIZENS. The partners 
will analyse various existing surveys to assess citizen concerns and knowledge of the way in which 
their data  are  collected,  stored  and used  and  their  concerns  about new  technologies  and how 
their concerns have changed over time. The partners will examine 20 top websites and interview 
data collectors to assess how easy or difficult  it  is  for citizens to access their  information and to 
find out how it is being used. 
 
Work Package 4  ‐ Privacy and ethical  impact assessments: The  fourth and  final stage  focuses on 
development  of  a  NEW  FRAMEWORK  FOR  PRIVACY  AND  ETHICAL  IMPACT  ASSESSMENTS.  The 
partners will develop four scenarios as an element  in this new framework, which  is based on an 
integration of the results of this study and on privacy impact assessment guidelines such as those 
of the UK. 
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Rationale of the Workshop 
 

Etymologically speaking, the term “impact” means to push into, to thrust at. In figurative sense it 
is  used  as  a  noun  to  mean  “a  forceful  effect”.    In  recent  decades  the  term  “impact”  has 
increasingly been  included among  the  terminology of assessment.   The  idea  implicit behind  this 
use is that the actual consequences of collective human actions (ranging from policies, to scientific 
research,  to applied  technology, and  so on) can be quite different  from  the planned ones. Side 
effects and unexpected consequences are unavoidable and must be considered during assessment 
procedures.  The  idea  of  “impact”  thus  aims  to  capture  positive  and  negative,  expected  and 
unexpected, and intended and unintended consequences of an action. 
 
There  are  two  interesting  corollaries  to  the  notion  of  an  “impact”.  First,  an  impact  necessarily 
demands  to  be  “evaluated”.  The  notion  of  “impact”  implies  some  ignorance  about  the  precise 
causal  relation between an action and  its effect.   Consequently  it  is paramount  to evaluate  the 
degree of dependence between the force applied and the effect produced. The second corollary is 
that the notion of “impact” is unavoidably value‐laden, in the sense that it always implies a value 
judgment.  The notion of  “impact”  aims  to  capture unintended  consequences  in  a wider  sense, 
incorporating not only unexpected events but also events that turn out to have a different value to 
that initially predicted.  For instance, an anti‐arthritis drug could have the unexpected side effect 
of  inducing  gastritis:  its  overall  impact  on  public  health  should  include  this  unplanned  effect. 
Consider now a similar drug which has no side effects. This drug could still have an unexpected 
impact  if people using  it  feel  less pain, and  so  take  less  care of  themselves,  thereby eventually 
damaging their joints more.  The overall health impact of this drug will thus be negative. Yet it is to 
be noted that  its  impact will be negative not because of an unanticipated effect, but because an 
anticipated  effect  turned  out  to  have  a  different  value.    These  two  corollaries  (the  need  for 
evaluation and the value‐laden nature of impact) have important consequences. First, the need for 
evaluation  justifies the search for a metric. Though evaluation methods can be either qualitative 
or  quantitative,  people  tend  to  rely more  on  quantitative  evaluation,  which may  seem more 
“objective”  (one should consider  that  the notion of  impact  is often used  in controversial areas). 
The second consequence concerns the value‐laden nature of the notion of impact, which implies a 
definition  of which  effects  are  positive  and which  negative.    Both  the  use  of metrics  and  the 
adoption of scales of values are possible in certain areas but highly controversial in others.  
 
The  figurative  usage  of  “impact”  dates  back  to  1930s,  yet  it was  in  the  1970s  that  it  gained 
momentum  in  the environmental  sector, when  the possible negative and unintended effects of 
human actions and policies on the environment (environmental  impact) became more apparent.  
The term was then used to point to health consequences (health impact), economic consequences 
(economic  impact),  social  consequences  (social  impact),  and  scientific  consequences  (scientific 
impact). More  recently,  the  term  is applied  to  societal1  consequences  (societal  impact), privacy 
and data protection consequences (privacy impact), and ethical consequences (ethical impact).  
 
 

                                                            
1 “Societal” differs from “social”. “Social impact” covers socio‐economic issues, e.g. employment rates, retirement 
ages, etc; “societal impact” covers the wider impact on society, considered as a whole, with its culture, institutions, 
narratives, political structures, etc. 
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The  adoption  of  quantitative  evaluative  methods  and  the  assumption  of  a  scale  of  values 
constitute effective procedures in some areas, mainly those where the notion of impact was first 
used. It makes good sense to, e.g., measure the presence of a pollutant in the air, and there is little 
doubt that it is better to breath pure rather than polluted air. Also considering economic, social, or 
health  impacts, we often have effective metrics, and accepted criteria by which to  judge what  is 
good or bad  (needless  to  say  there are plenty of contentious cases, yet generally  speaking,  the 
notion of impact works well enough in all these fields). By contrast, in more nuanced areas, such 
as  privacy  or  ethics,  it  becomes  increasingly  difficult  to  find  a  sound  metric  and  to  secure 
agreement as  to positive and negative effects.   As a matter of  fact, Privacy  Impact Assessment 
(PIA) methodologies tend to be chiefly Data Protection Impact Assessment methods, because it is 
relatively easy to measure data quantity and to fix criteria about what is and what is not desirable 
about  data  protection.  Could we  do  the  same  for more  elusive  concepts  related  to  the wider 
notion of privacy,  such as  “dignity”,  “intimacy”,  “consideration”, or  “respect”? And what  about 
“societal  impact”? How can we measure  intricate and nuanced  societal variables, which  include 
collective beliefs, imaginaries, and practices? How could we decide that some societal impacts are 
positive and some are negative? Wouldn’t such decisions always be arguable, given that they are 
very largely shaped by individual political and philosophical perspectives? 
 

The  same  holds  true  for  the  notion  of  “ethical  impact”,  which  implies  that  an  action  would 
produce  some  unexpected  or  unplanned  ethical  consequences. While we  are  likely  to  find  an 
agreement  about  what  we  mean  with  the  expressions  “environmental‐”  or  “economic 
consequences”, could we state the same for the expression “ethical consequences”? And even  if 
we succeeded in agreeing about the ethical relevance of an event, are we sure that we could agree 
about  its positive or negative value? Suppose that a given policy  increases the abortion rate  in a 
given  country:  some would  argue  that  that  policy  advances  reproductive  rights,  and  so  has  a 
positive impact; others would argue that that policy increases the killing of unborn babies, and so 
has  a  negative  impact.  To  a  less  extreme  degree,  similar  conundrums  attend most,  if  not  all, 
instances of ethical impact assessment.  
 

Scholars who have tried to develop Ethical Impact Assessment (EIA) methodologies  are aware of 
these difficulties. They have often chosen to adopt a procedural approach.    In other words they 
tend  to  consider  EIAs  as  procedures  to  be  adopted  to  check whether  ethical  implications  on 
selected  stakeholders  are  duly  considered.  This  allows  for  focusing  on  empirical  rather  than 
axiological aspects. Yet one could legitimately wonder whether such a practice still has something 
to do with ethics, or whether  it  is merely a tool for assessing people’s preferences and for being 
sure  that  these  preferences  are  given  due  consideration. Would  this  be  the  ultimate  goal  of 
ethics?  Is  there  any  alternative way  to  conceive  EIAs?  How  could we  produce  EIAs which  are 
consistent  with  a  more  nuanced  understanding  of  the  ethical  dimension?    The  goal  of  this 
workshop  is  to pose  these questions and  to  invite a group of experts  to debate  them with  the 
team of  the PRESCIENT project. We are not expected  to  find solutions – although we would be 
happy to find any answer to our questions. We would however be satisfied if we succeed in finding 
new questions and reframing old ones. In short,  if at the end of the workshop we have a clearer 
understanding of what we don’t know about EIAs, we would have achieved our goal. 
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Workshop Structure 
This Workshop is convened within the scope of Work Package 4 and hosted in Rome by the Centre 
for Science, Society and Citizenship (CSSC).  Its goal  is to focus on Ethical  Impact Assessment and 
discuss to what extent the lesson learned from Privacy Impact Assessment methodologies can be 
applied to Ethical Impact Assessment.  
 
This two‐day workshop is organised around  three main round  tables 
 

• Round Table 1:   From  Privacy to Ethical Impact Assessment  
In addition to identifying privacy and ethical issues emerging from new technologies, there is need 
for a framework by means of which privacy and ethical issues can be identified early on. Different 
frameworks are already  in use for other types of risk and these are known, naturally enough, as 
risk  assessments,  but  there  are  others  such  as  environmental  impact  assessment,  technology 
assessment and policy / programme assessments such as those used by the EC and known simply 
as  impact assessment.  In recent years, privacy  impact assessments have come  into use  in a  few 
countries. In this round table we will consider some of these different mechanisms for identifying, 
assessing  and  developing  solutions  for  privacy  and  ethical  problems  that may  emerge  as  new 
technologies are developed. 
 

• Round Table 2:   Ethics of  Ethical Impact Assessment  
Ethical questions regarding applications of future technologies and the ethical dilemmas they raise 
ought  to be subject  to  reasoned discussions at an early stage, preferably before  the  technology 
becomes  too entrenched  in society.  If ethical discussion were a part of  the design process  from 
the very beginning, there would be a greater chance  for constructive  interaction between social 
values and technological potential. An ethical  impact assessment, modelled somewhat along the 
lines of a privacy  impact assessment, would be a way of unearthing and assessing  such ethical 
problems  and  involving  stakeholders  in  the  process.  The  primary  task  of  an  ethical  impact 
assessment  should be  to  identify potential ethical  issues associated with a new  technology. Yet 
one could pose the basic question about the ethically sustainability of such a methodology. This 
round table is thus devoted to the ethical issues raised by the notion of Ethical Impact Assessment. 
 

• Round Table 3: A new framework for ethical impact assessment  
In considering the ethical implications of new technologies, one could ask questions about  the key 
ethical  issues  or  ethical  impacts  that  ought  to  be  considered  in  the  context  of  emerging 
technologies.  In  this context   unlike  traditional ethical cases,  the variables  for ethical evaluation 
are  vague  and  unclear, which  poses  serious  problems  for  ethics when  trying  to  evaluate  new 
technology  developments.  This  round  table  is  consequently  devoted  to  deepen  the  discussion 
launched  by  the  PRESCIENT  project  about  criteria  for  a  new  framework  for  ethical  impact 
assessment. 
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Dates and Venue 
21‐21 September 2012, NH HOTEL LEONARDO DA VINCI ‐ ROME 

 
 
 
 

How to Get There 
From Fiumicino Airport: train “Leonardo” to Termini train station – city center  
(www.trenitalia.it)   
From Ciampino Airport: bus service to Termini train station – city center 
(http://www.terravision.eu/rome_ciampino.html)  
NH Leonardo da Vinci is located 5 Km from the Termini Station in Rome. You can take the underground 
(Line A) and get off at Lepanto, which is 5 min walking from the hotel.  
Taxi is not reimbursed. 

 
Contacts 
 
Workshop Chair:    Emilio Mordini (emilio.mordini@cssc.eu)  
 
Scientific Secretariat: Valeria Balestrieri (valeria.balestrieri@cssc.eu) 
 
Rapporteur:   Silvia Venier (silvia.venier@cssc.eu)  

 
Host Institution:  Centre for Science, Society and Citizenship (www.cssc.eu). Piazza Capo di 

Ferro, 23 – 00186 Roma – Italy. Telephone: +39 06 45 55 10 42. 
   
Information:     prescient_workshop@cssc.eu  
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AGENDA 

 
Thursday 20th September 
 
 

12:30 – 13:30  Registration and light lunch 
 

Opening   
13:30 – 13:45  Welcome and Participants Roll Call 
   
13:45  ‐14:00  Introduction to the Prescient Project  
  Michael Friedewald, Coordinator of the Prescient Project,  Fraunhofer‐Institut for System‐ 

und Innovationsforschung 
   
14:00‐ 14:30  Scope of the workshop 
  Emilio Mordini, Prescient Partner, Centre for Science, Society and Citizenship 
   
   
   
   
Round Table 1  FROM  PRIVACY TO ETHICAL IMPACT ASSESSMENT 
  Chair: Emilio Mordini, Centre for Science, Society and Citizenship 

 
14:30 – 15:00  Privacy Impact Assessment in the Big Data Era	: an Oxymoron	?
  Antoinette Rouvroy ‐  Centre de Recherche interdisciplinaire en Information, Droit et 

Société (CRIDS), Université de Namur 
15:00 – 15:30  Questions and discussion 
   
15:30 – 16:00  Coffee Break 
   
16:00 – 16:30  Privacy Protection and Ethical Governance 
  Aki Zaharya Menevidis, Fraunhofer‐Institute for Production Systems and Design 

Technology 
16:30 – 17:00  Questions and discussion 
   
17:00 – 17:30  Are there ethics in algorithms? Searching for ethics in contemporary technology  
  Martin Peterson, Eindhoven University of Technology 
17:30 – 18:00  Questions and discussion 
   
  Adjourn 
   
18:00 – 20:00  Free time 

 
20:00  Dinner and networking 
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  Friday 21th September 
 

08:30‐08:45  Late registration and coffee 
08:45 – 09:00  Opening of the second day  and short introduction to the themes 
  Emilio Mordini, Centre for Science, Society and Citizenship 
   
Round Table 2  ETHICS OF  ETHICAL IMPACT ASSESSMENT 
  Chair:  Carl Mitcham ‐ Director, Hennebach Program in the Humanities, Colorado School 

of Mines 
 

09:00‐ 09:30  Ethics between checklists and philosophical enquiry  
  George Agich, Co‐Director, International Conferences on Clinical Ethics & Consultation 
09:30‐10:00  Questions and discussion 
   
10:00‐10:30  Is Ethical Impact Assessment ethical?  
  Andrew Edgar, Director of the Centre for Applied Ethics, Cardiff University 
10:30‐11:00  Questions and discussion 
   
11:00 ‐11:30  Coffee Break 
   
11:30 ‐ 12:00  Security Ethics: An Oxymoron? 
  Michael Nagenborg, International Centre for Ethics in the Sciences and Humanities  at 

Eberhard Karls University Tuebingen 
12:00‐12:30  Questions and discussion 
   
12:30 –13:30  Lunch Break 
   
Round Table 3  A NEW FRAMEWORK FOR ETHICAL IMPACT ASSESSMENT 
  Chair: Emilio Mordini, Centre for Science, Society and Citizenship 
   
13:30 – 14:00  A new approach to Privacy and Ethical Impact Assessment 
  David Wright, Prescient Partner, Trilateral Research & Consulting 
14:00 ‐14:30  Questions and discussion 
   
14:30‐15:00  Ethical Impact Assessment and Public Policies 
  Glen  Francis Newey  ‐ Université libre de Bruxelles
15:00‐15:30  Questions and discussion 
   
15:30‐16:00  Coffee Break 
   
16:00‐16:30  Risks, hazards and uncertainty: how to incorporate justice into ethical impact assessments  
  David Hunter ‐ Department of Philosophy, University of Birmingham 
16:30‐17:00  Questions and discussion 
   
17:00‐17:15  NEXT PRESCIENT EVENTS AND FINAL REMARKS  
  Michael Friedewald, Coordinator of the Prescient Project,  Fraunhofer‐Institut for System‐ 

und Innovationsforschung 
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Michael Nagenborg ‐ International Centre for Ethics in the Sciences and Humanities  at Eberhard Karls 
University Tuebingen 
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Valeria Balestrieri ‐ Centre for Science, Society and Citizenship 
Matteo Bonfanti ‐ Centre for Science, Society and Citizenship 
Emilio Mordini – Director, Centre for Science, Society and Citizenship 
Silvia Venier ‐ Centre for Science, Society and Citizenship 
 
THE NETHERLANDS 
Martin Peterson ‐ Eindhoven University of Technology 
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Andrew Edgar ‐ Director of the Centre for Applied Ethics, Cardiff University 
David Hunter ‐ Department of Philosophy, University of Birmingham 
David Wright ‐ Trilateral Research & Consulting 
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George Agich ‐ Co‐Director, International Conferences on Clinical Ethics & Consultation 
Carl Mitcham ‐ Director, Hennebach Program in the Humanities, Colorado School of Mines 
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The Prescient Consortium 
 
Fraunhofer ISI, Karlsruhe, Germany  

The Fraunhofer‐Gesellschaft zur Förderung der angewandten Forschung e.V. (FhG) is an autonomous 
research organisation with a decentralised organisational structure, which currently maintains 56 research 
institutes in locations throughout Germany. The Fraunhofer Institute for Systems and Innovation Research 

(ISI) in Karlsruhe conducts interdisciplinary research at the interface of technology, economy and society under contract to the 
European Commission, the German Federal Ministry of Education and Research (BMBF), the Office of Technology Assessment at 
the German Parliament (TAB), other ministries and industrial companies.  
Contact: Michael Friedewald (Project co‐ordinator) 
 

 

Trilateral Research & Consulting LLP, London, UK  
Trilateral Research & Consulting is a London‐based Limited Liability Partnership, created in October 2004. It specialises in 
research and the provision of strategic, policy and regulatory advice on new technologies, privacy, trust, risk and security 
issues.  

Contact: David Wright 
 

Centre for Science, Society and Citizenship (CSSC), Rome, Italy  
The Centre for Science, Society and Citizenship is an independent, interdisciplinary research 
centre established in 2002 (www.cssc.eu) and registered with the Italian Ministry of University 
and Research. It aims to clarify the human (social, cultural and ethical) factors which shape 

technological innovation.  
Contact: Emilio Mordini 

 

Vrije Universiteit Brussel, Research Group on Law Science Technology & Society, Brussels, 
Belgium 

The Vrije Universiteit Brussel (VUB) interdisciplinary research group on Law Science Technology & Society (LSTS) is 
devoted to analytical, theoretical and prospective research into the relationships between law, science, technology and 
society. 
 
Contact: Serge Gutwirth  
 

 

MORE DETAILS ON PRESCIENT AT http://www.prescient‐project.eu/prescient/index.phP  
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George Agich Ph.D. is a philosopher specializing in bioethics and clinical ethics. He has held faculty 
and administrative positions in medical schools and academic medical centers both in the US and 
abroad  including  Southern  Illinois  University Medical  School,  Cleveland  Clinic  Foundation  (F.J. 
O’Neill Chair in Clinical Ethics), University of Basel, and National Taiwan University. His publications 
cover  a wide  range  of  topics  including  autonomy  and  aging,  brain  death,  clinical  ethics,  ethics 
consultation, organ transplantation, and research ethics. 
 
Matteo E. Bonfanti works at the Centre  for Science, Society and Citizenship, where his research 
focuses mainly  on  international  and  EU  fundamental  rights  law  and  policies,  the  EU  internal 
security  relevant  framework  and  strategies,  and  other  security‐related  issues  (intelligence, 
intelligence‐led  policing  and  information  warfare).  Before  joining  CSSC, Matteo  was  Research 
Fellow  for  the  European  Privacy  and  Human  Rights  (EPHR)  Project  at  the  Central  European 
University Center for Media and Communication Studies (CMCS) in Budapest. Matteo holds a PhD 
in International Human Rights Law from the Sant’Anna School of Advanced Studies in Pisa.  
 
Andrew Edgar is Reader in Philosophy at Cardiff University, UK, and Director of Cardiff’s Centre for 
Applied Ethics. He has published widely  in  the philosophy of medicine, with  topics  including  the 
ethics of QALYS, and the dignity of older people. He has written a monograph on and a student 
guild to the work of Jürgen Habermas. He also works in the philosophy of sport, and has recently 
competed a monograph on the relationship between sport and art, to be published towards the 
end of 2012. 
 
Michael  Friedewald  is  senior  researcher  and  head  of  the  ICT  research  unit  at  the  Fraunhofer 
Institute for Systems and Innovation Research. The focus of his work is on the social and economic 
impact of emerging technologies and their implications for policy making. He is co‐ordinator of the 
FP7  projects  'Privacy  and  emerging  fields  of  science  and  technology'  (PRESCIENT),  'Supporting 
fundamentAl  rights, PrIvacy and Ethics  in  surveillaNce Technologies'  (SAPIENT) and  'The PRIvacy 
and Security MirrorS' (PRISMS). 
 
Rafael  Gellert  is  a  PhD  researcher  at  the  interdisciplinary  Research  Group  on  Law  Science 
Technology & Society (LSTS) of the faculty of  law of the Vrije Universiteit Brussel’s (VUB). He has 
worked on issues of privacy and data protection in relation to new technologies, and on issues of 
anti‐discrimination. He is currently preparing his PhD thesis concerning a cosmopolitical account of 
the precautionary principle from a legal perspective. 
 
Dara  Hallinan  works  in  the  ICT  Research  Group  at  the  Fraunhofer  Institute  for  Systems  and 
Innovation Research  ISI  in Karlsruhe, Germany. He works on a  range of projects  focused on  the 
privacy and data protection implications of emerging technologies. He is working towards his PhD 
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in Law at the Vrije Universiteit Brussel and holds a degree  in Law and German and a Master’s  in 
Human Rights and Democracy. 
 
David Hunter  is presently based  in  the philosophy department at  the University of Birmingham. 
His focal areas of research are political philosophy and bioethics concentrating on research ethics, 
the  regulation  of  new  technologies  and  distributive  justice.  He  is  the  co‐author  of  the  EU 
commissioned European Textbook on Ethics  in Research, the editor of the Sage  journal Research 
Ethics and one of the editor‐in‐chiefs of the Springer Research Ethics Forum book series.   
 
Aki Zaharya Menevidis  is  senior  researcher at Fraunhofer  Institute  for Production  Systems and 
Design  Technology  (IPK)  in  Berlin  and manager  and  coordinator  of  national  and  international 
research projects. Since 2006 he is quality manager of the division “Automation Systems/Security 
Technology”, and since 2001 he  is member of  the scientific and  technical council of Fraunhofer. 
Since  1990  he  was managing  projects  on  safety  and  security  based  on  biometry  and motion 
analysis, as well as on  the assessment of human dignity, privacy and ethical  implications. From 
1980 to 1989 he was responsible for managing and coordinating international R&D projects in the 
field of automation systems and applications (1980‐89). He studied electric engineering and holds 
a Ph. D. on remote diagnostics at the Technical University of Berlin.  
 
Carl Mitcham  is  Professor  of  Liberal  Arts  and  International  Studies  at  the  Colorado  School  of 
Mines.  He  holds  associated  appointments  at  the  Center  for  Science  and  Technology  Policy 
Research,  University  of  Colorado,  Boulder;  the  Consortium  for  Science,  Policy,  and  Outcomes, 
Arizona State University; the Center for the Study of Interdisciplinarity, University of North Texas; 
and  the  European  Graduate  School,  Saas  Fee,  Switzerland.  His  publications  include  Thinking 
through Technology  (1994), Encyclopedia of Science, Technology, and Ethics  (2005), and Oxford 
Handbook of Interdisciplinarity (2010). 
 
Emilio Mordini is a Psychiatrist and Philosopher. He has been trained as a psychoanalyst and was 
partner of the Psychoanalytic Institute for Social Research (1986‐2001). From 1994 to 2006 Emilio 
taught bioethics  in  the Medical School of  the University “La Sapienza” of Rome and served as a 
scientific  secretary of  the Bioethical Commission of  the  Italian National Research Council  (CNR).  
Focusing his efforts on creating an  international research centre devoted to ethical, political and 
social  implications  of  emerging  technologies,  in  2002  Emilio  founded  the  Centre  for  Science, 
Society  and Citizenship  (CSSC),  an  independent, non‐partisan,  research  centre, whose  aim  is  to 
contribute to a better understanding of the contemporary world by clarifying the human factors 
which shape technological innovation. Emilio has participated either as a partner or a coordinator 
to a number of international collaborative projects co‐funded by the European Commission. Emilio 
has extensively published in academic peer reviewed, and non academic publications, and edited 9 
books. 
 
Michael  Nagenborg  has  studied  Philosophy,  German  Literature,  and  History  of  Arts  at  the 
University  Karlsruhe.  His  doctoral  thesis  was  on  privacy  and  ICTs  (2005).  He  is  currently  a 
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researcher  at  the  International  Centre  for  Ethics  in  the  Sciences  and  the Humanities  (IZEW)  at 
Eberhard Karls‐University Tübingen, where he is part of the research group on security ethics. 
 
Glen Newey is Professeur de la théorie politique at the Université libre de Bruxelles. He was born 
and educated  in  the Channel  Islands and holds degrees  from  the universities of Cambridge and 
York. His main publications are Virtue, Reason and Toleration (1999), After Politics (2001), Hobbes 
and ‘Leviathan’ (2007) and Toleration  in Political Conflict (forthcoming 2013). He  is the author of 
numerous articles on, inter alia, free speech, political obligation, value‐pluralism, the philosophy of 
Hobbes, political lying and toleration.  
 
Martin  Peterson  is  associate  professor  of  philosophy  at  Eindhoven  University  of  Technology, 
where he works on ethical  issues  related  to  technology,  risk, and uncertainty. Before coming  to 
the Netherlands, Peterson worked for three years at the University of Cambridge, where he  was a 
Research Fellow in the Department of History and Philosophy of Science and Director of Studies in 
Philosophy  at  St  Edmund's  College.  Peterson  is  author  of  three  books:  The  Dimensions  of 
Consequentialism  (Cambridge  University  Press  2013),  An  Introduction  to  Decision  Theory 
(Cambridge University Press 2009) and Non‐Bayesian Decision Theory (Springer 2008). 
 
Antoinette  Rouvroy  is  FNRS  (National  Fund  for  Scientific  Research)  research  associate  and 
researcher  at  the  Information  Technology  and  Law Research Centre  (CRID) of  the University of 
Namur, Belgium. She  is particularly  interested  in the mechanisms of mutual production between 
sciences  and  technologies  and  cultural,  political,  economic  and  legal  frameworks. Her  doctoral 
research  at  the  European  University  Institute  of  Florence  (Human  Genes  and  Neoliberal 
Governance: A Foucauldian Critique. Abingdon and New‐York, Routledge‐Cavendish, 2008), looked 
at the knowledge‐power relations  in the post‐genomic era. Her current  interdisciplinary research 
interests revolve around the ethical,  legal and political challenges raised by the new  information, 
communication and surveillance technologies  (biometrics, RFIDs, ubiquitous computing, ambient 
intelligence, persuasive technologies,…) and their convergence. 
 
Silvia  Venier  is  a  graduate  in  International  Relations  (University  of  Trieste,  Faculty  of  Political 
Sciences). She served as a junior officer  in the Friuli Venezia Giulia Region Liaison Office with the 
EU  Institutions  in Brussels. She  is currently working as a research assistant at CSSC, where she  is 
responsible for the PRESCIENT project on privacy and emerging fields of science and technology, 
the  SAPIENT  project  on  supporting  fundamental  rights,  privacy  and  ethics  in  surveillance 
technologies and the PACT project on  public perceptions of privacy and security.  
 
David Wright  is  founder  and managing  partner  of  Trilateral  Research &  Consulting,  a  London‐
based  partnership.  He  has  been  a  partner  in  numerous  projects  funded  by  the  European 
Commission under  its  Fifth,  Sixth  and  Seventh  Framework Programmes  involving privacy,  trust, 
risk,  security,  surveillance and ethics. He has published many articles on  these  themes  in peer‐
reviewed journals. His most recent book, Privacy Impact Assessment, was published by Springer in 
January 2012. 
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ABSTRACTS 
 
 

Round table 1: From Privacy to Ethical Impact assessment 
 
Antoinette Rouvroy – “Ethical and Privacy Impact Assessment in the Big Data Era : an Oxymoron ?” 
Operations of  collection, processing  and  structuration of data  for purposes1 of datamining  and profiling 
have become  crucial  to public  and private  sectors'  activities  in domains  as  various  as  crime prevention, 
health management, marketing or even entertainment.2 The availability of new  ICT  interfaces running on 
algorithmically produced and  refined profiles,  indiscriminately allowing  for both personalization  (and  the 
useful,  safe  and  comfortable  immersion  of  users  in  the  digital  world)3  and  pre‐emption  (rather  than 
regulation) of  individual and collective behaviours and trajectories, appears providential to cope with the 
complexities of a world of massive flows of persons, objects and  information, and to compensate for the 
difficulties of governing by the law in a complex, globalized world. 
This default collection, storage and processing of massive amounts of personal, contextual, relational, geo‐
localization data has made us seamlessly enter in the "Big Data era": an era where, per se meaningless or 
unconscious  human  actions,  attitudes,  trajectories,  behaviours,  preferences,  are  recorded  and  used  to 
refine algorithmic processes of « predictions » or « inducements » of future propensities or behaviours.  
The aim of this contribution is : 

‐ to assess the timeliness, feasibility and usefulness of Ethical and Privacy Impact Assessments in the 
context of the ongoing, ubiquitous processes of data mining and profiling; 

‐ to assess, what, beyond technical compliance with privacy and data protection legislations, should 
be the criteria for an Ethical and Privacy Impact Assessment of systems and applications relying on 
“data intelligence”.  

 
Aki Zaharya Menevidis ‐ “Privacy Protection and Ethical Governance” 
Numerous projects and applications use human centered data. While flexibility and availability of systems 
and data are absolute  requirements, crucial aspects  for a wide acceptance are maintaining and ensuring 
awareness  of  ethical  issues  in  all  phases  of  the  project,  such  as  privacy,  confidentiality,  property, 
                                                            
1 The term “purpose” may appear counter‐intuitive in this context, speaking of data‐warehouses which, by definition, 
contain massive amounts of data collected  in heterogeneous contexts, for a variety of  initial purposes which, at the 
stage of storage in data‐warehouses, have become irrelevant. Unlike traditional statistics – which were performed in 
view of confirming or  infirming  specific hypothesis about  the “real”, or were performed by government officials  in 
order for the State to gain specific and quantified knowledge of its human and material resources – the aim of data‐
mining is much less pre‐oriented towards any specific end. 
2 The United States General Accounting Office, defines data‐mining as “the application of database  technology and 
techniques (such as statistical analysis and modelling) to uncover hidden patterns and subtle relationships in data and 
to  infer rules that allow for the prediction of future results. As has been widely reported, many federal data mining 
efforts involve the use of personal information that is mined from databases maintained by public as well as private 
sector organizations. » The objectives of data‐mining, according  to  the  same  report,  include « improving  service or 
performance;  detecting  fraud, waste,  and  abuse;  analyzing  scientific  and  research  information; managing  human 
resources;  detecting  criminal  activities  or  patterns;  and  analyzing  intelligence  and  detecting  terrorist  activities.” 
(General  Accounting  Office  Reports  &  Testimony  (Newsletter), 
Data  Mining:  Federal  Efforts  Cover  a  Wide  Range  of  Uses.  Stonehenge  International, 
2004.) 
3 Farecast,  for example, a part of Microsoft’s Bing search engine, advises users about the optimal time to buy their 
airplane tickets, predicting when the prices are the lowest, by examining 225 billion flight and price records.   
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trustworthiness,  purpose  and  proportionality.  Researchers may  not  have  control  over  the  disclosure  of 
confidential data that has been collected, used, stored and disposed of during the  implementation of the 
project and in the phase afterwards. Ethical implications of data collection, use and retention affect though 
society both socially and financially. There are numerous regulations and mechanisms for the preservation 
of ethical  requirements and accompanying  commitments. Although  there are numerous  regulations and 
measures  for  the  preservation  of  ethical  requirements,  studies  and  debates  continually  attest  that 
additional articulation and implementation of an easy to use code of conduct for researchers is necessary, 
in  order  to  provide  guidance  on  data  privacy  in  practical  terms  and minimize misconduct  and misuse. 
Taking  into account  the  findings  from  initial ETHICAL‐project and  its  international benchmarking  studies, 
the ETHICAL Consortium has made an attempt to meet this need by providing recommendations for a code 
of conduct and implementation measures for researchers. This particular presentation focuses on providing 
a set of practical rules for usage during proposal submission and contract conclusion as well as during the 
implementation of projects followed by examples applying these rules in security applications. 

Martin Peterson – “Are there ethics in algorithms? Searching for ethics in contemporary technology” 
In this talk I will argue that some technological artifacts are value‐laden. Two or more persons who accept 
different  value‐judgments may  therefore  have  a  rational  reason  to  design  such  artifacts  differently.  I 
exemplify this claim by discussing a set of algorithms used in medical image analysis: In these algorithms it 
is often necessary to set certain thresholds for whether e.g. a cell should count as diseased or not, and the 
chosen threshold will partly depend on the software designer's preference between avoiding false positives 
and false negatives. This preference ultimately depends on a number of value‐judgments.  
 

 

Round table 2 – Ethics of Ethical Impact Assessment 
 
George Agich – “Ethics between checklists and philosophical enquiry”  
I will argue somewhat paradoxically and provocatively that ethical impact assessment can make a positive 
contribution to the assessment of risk only if it is not ethical in a conventional sense, but is philosophically 
engaged in the development of new technologies. To do this I will first sketch what I call the conventional 
view  of  ethical  impact  assessment,  point  out  its  limitations,  and  then  show  that  a  broader  and more 
philosophical engagement within the development stages of technologies has a more realistic opportunity 
for  identifying  and  addressing  ethical  issues  and  limitations  associated  with  the  technologies  than 
conventional approaches. Even conventional ethical impact assessment will benefit from such an informed 
philosophical understanding of the technologies in question. In I will conclude by pointing out that effective 
ethical impact assessment has to be pragmatically ethically. 
 
Andrew Edgar – “Is Ethical Impact Assessment Ethical?” 
In  this presentation  I will explore  the  relationship between  the moral agent and new  technology.    I will 
draw  on  the  transhumanism  debate,  and  on  debates  concerning  the  introduction  of  enhancement 
technologies in sport. At the root of any moral inquiry lies a vision of human nature and the good life.  The 
vision  is not fixed, but changes historically and  is contested between different cultures and communities.  
Part of the grounds for shifts or developments in our understanding of the human nature and the good life 
–  and  thus  in our  self‐understanding – will  lie  in  the  introduction of new  technologies.    I will  therefore 
explore the problem that is posed for Ethical Impact Assessment by the fact that our vision of the good life 
–and  thus our moral values – may  shift  radically and unpredictably  in  the  face of new  technology.  I will 
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attempt  to  model  the  nature  of  this  shift  through  concerning  the  ‘moral  laboratory’  of  sport,  and 
considering  the nature of debates within various  sports over  the  introduction of new  technologies – be 
these new materials and equipment, such as swim suits, or drugs and other medical treatments than can 
enhance athletic performance.    I will argue  that such debates rest upon  the  issue of  the  impact  that  the 
technology will  have  on  the meaning  of  participating  in  the  sport.  I will  take  this  to model  the  sort  of 
debates that are and ought to be held about new technologies in general ‐  where the central issue is the 
impact that the technology will have on the meaning of being human.  A crucial problem remains – and this 
may be seen in certain aspects of the debate over transhumanism – that a great deal of popular discussion 
the meaning and the moral value of a technology will necessarily be highly rhetorical.  The meaning of the 
technology is contested through metaphorical and other poetic imagery.  I will therefore argue the EIA has 
to recognise and engage with the possibility of creative and positive re‐descriptions and re‐evaluations of 
technology, as that technology is incorporated into our lives. 
 
Michael Nagenborg – “Security Ethics: an oxymoron?” 
While for Cicero who coined the Latin word “securitas” was a central aspect of living a good life, „Security 
Ethics” might look like an oxymoron today. Therefore, I will explore in the first part of my talk briefly how 
and when security started to become an ethical issue. I will argue that since Augustine “security” has been 
perceived as something that has to be provided and maintained. Ethical concerns are not so much about 
security per se, but about the level of security and the measures taken to achieve a certain level of security. 
That  is to say, that even today we may regard “security” as a fundamental value, however, we should be 
clear  about what we  regard  as  security  issues  and who  should  take  responsibility  for  addressing  these 
issues by what means.  In the second part of my talk  I will argue that “security ethics” should not only be 
concerned with  the ethical design of security measures. Rather, “security ethics” also has  to address  the 
discourse on security itself. Finally, I will argue that we should not only pay attention to the indented and 
unintended  consequences  of  security  measures,  their  effects  or  impact  on  social  life.  We  need  to 
understand and evaluate how security shapes the world we live in. 

 

Round table 3 – A new framework for ethical impact assessment 
 
David Wright – “A new approach to Privacy and Ethical Impact Assessment” 
This  presentation  proposes  a  framework  for  a  privacy  and  ethical  impact  assessment  which  can  be 
performed  in  regard  to any project,  technology, policy,  service or other  initiative  that  raises privacy and 
ethical  issues.  It  notes  the  development  of  privacy  impact  assessment  in  Europe  and,  in  particular,  the 
provisions of Article 33 of the European Commission’s proposed new Data Protection Regulation. It argues 
that  the PIA methodology developed  in  the PIAF project,  funded by  the EC’s Directorate General  Justice, 
can  be  “extended”  or  adapted  to  include  an  ethical  impact  assessment.  The most  contentious  issues 
relating  to  a  PIA+EIA  are  whether  PIA+EIA  should  be  mandatory,  the  engagement  of  stakeholders, 
publication of the PIA+EIA report and third‐party review or audit.  The presentation identifies examples of 
social values and ethical issues that might arise in the development and deployment of new and emerging 
technologies. In addition, the framework includes a set of ethical tools and procedural practices which can 
be employed as part of the ethical  impact assessment. Although  the  framework proposed here has been 
developed within a European context, it could be applied equally well beyond European borders. 
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Glen Francis Newey – “Ethical Impact Assessment: going over the top” 
The paper questions  the notion of ethical expertise  in academic  stocktaking exercises. Plato equivocates 
between denying the teachability of ethical expertise  in confuting sophism, and accepting  it as  integral to 
the  “virtue  is knowledge”  thesis. The  truth  in  this  thesis  stems  from  the  fact  that knowledge  is a partly 
normative  concept,  but  knowledge  can  coexist  with  radical  evil.  I  argue  that  Plato’s  response  to  this 
criticism  is viciously circular  if  there  is no ground  independent of  the  fact of acting wrongly  for asserting 
that someone who acts wrongly lacks knowledge. His hostility to seeing virtue qua knowledge as a techne 
may  stem  from his  rejection of  the  teachability  thesis. However,  it does not  follow  that  virtue must be 
teachable even  if virtue  is a  techne.  I suggest an Aristotelian view of virtue as a disposition  to act  leaves 
room  for  the  idea  that  virtue  can  be  taught,  but  conclude  that  assessing  “ethical  impact”  offers  an 
unpromising forum in which to do it.  

 
David Hunter ‐ Risks, hazards and uncertainty: how to incorporate justice into ethical impact assessments 
One challenge  to performing ethical  impact assessments  is  that  impacts of new  technologies are hard  to 
predict, and even if we can predict some risks or ethical challenges we cannot know with any certainty the 
probability of those risks, hence they are more properly thought of as hazards. Furthermore there maybe 
emergent ethical considerations that are not apparent before the introduction of a technology. This paper 
will engage with this problem (and the further problem of the lack of a coherent agreed ethical framework) 
in  the  context  of  one  ethical  consideration,  justice  and  it's  likely  implications  for  new  technologies. 
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The Project  

•  Framework Programme 7 – Capacities Programme – Science in Society 

•  Directorate General Research & Innovation – Unit B.6 „Ethics and 
Gender“ 

•  Collaborative Project 

•  Duration: 2010 – 2012 (36 months) 

•  EU Funding: ~  1 Mio. EU 

•  4 partners 
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Old (or (new(topic? ( (

September 2008 July 1970 
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I s (pr ivacy (dead?  

"If you have something that you don't want anyone 

to know, maybe you should not be doing it in the 

first place.“ 
Erik Schmidt (Google CEO) in an interview on CNBC in December 2009 

“You have zero privacy anyway, get over it.“ 
Scott McNealy (CEO of Sun Microsystems) at a press conference in 1999 
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Chal lenges ( to (
Pr ivacy (
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Some(emerg ing (Technolog ies (

Technology Scenario Realisation 
Prospects 

Impact on Privacy 

Governing weather Low Low 
A world without diseases Low Low 
A world without “walls” Low High 
Mind reading Low High 
Control using Biometrics High Low 
Smart surveillance High High 
On the Spot DNA analysis High High 
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Why (p r i vacy ( i s ( impor tan t ( – ( a t ( l ea s t ( i n (Wes te rn (
count r i e s  

!  Philosophically,  

!  Part of human dignity and integrity 

!  Basis for individual autonomy and self-determination 

!  Psychologically,  

!  Human beings need a secure private space 

!  Sociologically 

!  Citizens need freedom to behave and associate with others independently 

!  Politically 

!  People need privacy to be free to think, and argue, and act   

!  Surveillance chills behaviour and speech, and undermines democracy. 

!  Economically  

!  People need to be free to innovate under global competition. Secrecy (patents!) gives 
advantage to those who take the risks to innovate 

!  But: Secrecy also seen as a disturbance of perfect markets with complete information 
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Some new and future  technolog ies  impact ing 
pr ivacy  (1 /3 )  

!  Contactless identification technologies 

!  RFID, NFC, etc. 

!  Introduction and uptake phase 

!  Tickets and identification documents  
as new carriers of personal data 

!  Mass market, pervasive infrastructure 

!  New surveillance technologies 

!  Drones/UAS, Terahertz Scanners 

!  New quality of visual surveillance 
(cladestine, intrusive) 

!  Invade former sanctuarys (garden, home, 
body) 
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Some new and future  technolog ies  impact ing 
pr ivacy  (2 /3 )  

!  Second generation biometrics 

!  Soft biometrics, behavioural biometrics 

!  Recognition can take place covertly and from distance 

!  High degree of sensitive (and surplus) data " medical 
conditions and emotional states 

!  Additionally: discussion about legitimacy of „measuring the 
body“ as a tool for identification 

!  Next generation DNA sequencing 

!  On the spot analysis of (whole) genome at reasonable price 
seems feasible in next 10 years 

!  Richest personal information possible, but still unclear what 
it can reveal (sex, race, predisposition for diseases. …)  

!  Information not only about individual but also about 
relatives and descendants 
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Some new and future  technolog ies  impact ing 
pr ivacy  (3 /3 )  

!  Technologies for Human Enhancement 

!  Improving human capabilities (seeing, 
hearing, mental,  
physical) " medical and military origin 

!  Interfacing Humans and Technology  
(Brain-Computer-Interface) 

!  Experimental development stage 

!  Shifting boundaries: body/technology 

!  Shifting boundaries: Normality 

!  Shifting boundaries: External control 
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Seven( types (of (pr ivacy (– (an (extens ion (of (
Roger (C larke ‘s ( typology ( (1/2) (

!  Privacy of the person 

!  Right to keep body functions and body characteristics private   

!  Privacy of thought and feeling 

!  Right to keep mental processes to oneself (against “mind reading”) 

!  Privacy of behaviour and action 

!  Not only political/religious beliefs and sexual orientation but also habits and 
daily routines 

!  Privacy of location and space 

!  Not only home as a sanctuary but also the right to privacy in public spaces. 
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Seven( types (of (pr ivacy (– (an (extens ion (of (
Roger (C larke ‘s ( typology ( (2/2) (

!  Privacy of personal communication 

!  Not only “classical” privacy of letters and telecommunications but also right to 
ephemeral communication 

!  Privacy of personal data and image 

!  Extension of classical “information privacy”  

!  Privacy of association including group privacy 

!  Right to associate with whomever one wants without being monitored 
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Pr ivacy  impacts  of  se lected future  
technolog ies  

Technology 
 

 
 
Dimension 

RFID enabled 
travel docu-
ments 

Smart 
surveillance 
technologies 

Second gener-
ation biometrics 

Next gene-
ration DNA 
sequencing 

Human 
enhancement 
technologies 

Short term Short to 
medium term 

Medium term Medium to  
long term 

Long term 

Privacy of data and 
image 

X X X X X 

Privacy of behaviour 
and action 

X X X X X 

Privacy of location and 
space 

X X X X 

Privacy of association X X X 

Privacy of the person X X X X 

Privacy of thought and 
feelings 

X X 

Privacy of 
communication 

X X 
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Conc lus ions  

!  Personal data is becoming richer 

!  Directly through new sensors collecting more personal data  

!  Indirectly through intelligent combination of personal data 

" Location, space and behaviour become crucial  

" Associations between individuals and groups become more important 

!  As technologies shift the border between technology and human  

!  Not only bodily integrity are impacted but also mental states 

" Rather an ethical than a data protection issue 

!  Increasingly technologies raise ethical issues such as human dignity, equality and 
rule of law (discrimination, consent, self-determination, protection from harm) 
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Thank you 

Contact: 

Dr. Michael Friedewald 

Fraunhofer Institute for Systems and Innovation Research 

Breslauer Straße 48, 76139 Karlsruhe, Germany 

Phone: +49 721 6809-146 

Email: michael.friedewald@isi.fraunhofer.de 

 

The PRESCIENT Project 

http://www.prescient-project.eu 

SIS-CT-2009-244779 
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PRESCIENT aims to provide 
an early identification of 
privacy and ethical issues 
arising from emerging 
technologies and their 
relevance for EC policy. It 
will contribute to the 
quality of research in the 
field of ethics, by 
distinguishing between 
privacy and data 
protection and analysing 
the ethical, legal and socio-
economic 
conceptualisations of each. 

 



CRITERIA FOR A NEW FRAMEWORK 
FOR ETHICAL IMPACT ASSESSMENT 

Scope of this workshop 



Privacy  Ethics 

Definitions 



Privacy  Data Protection 

Etymologically the word derives from 
the Latin privatus, past participle of 
privo, “I deprive”, “I cut away”. 
Privacy thus refers to the state of 
something that is separated, 
secluded from others. It refers to 
the state of being set apart, 
belonging to oneself, in contrast to 
the state of being public or 
common. According to the 
Encyclopedia of Privacy, it describes 
and demands “limits on the 
appropriation of others’ peaceful 
seclusion, personal information, 
intimate choice, and identities” 

Revolutions are often characterised by the 
emergence of new kinds of commodities (say, this 
dos not necessarily mean that new items emerge, 
rather than old items are commoditised) 
1) Agriculture: seeds, salt, metals 
2) Ancient Empires: slaves 
3) Modernity: land 
4) Industrial: labour power 
5) Information: data 
Data is generated by technologies for 
digitalization which may turn almost everything 
into measurable items and finally into digits that 
can be manipulated, stored and marketed. Data 
protection deal with normative issues related to 
this new category of commodities. Personal data 
is a special subcategory which includes data 
generated by digitalisation of the person and its  
private sphere.  

 
 

Privacy  



Privacy  



Personal Data 



ETHICS: Branch of knowledge 
that deals with moral principles 

MORALITY: Principles that 
govern a person’s behaviour  

1) What is the origin of moral 
principles?  

2) Does it make sense to 
search rational moral 
principles?  

3) On which moral principles 
one can agree in pluralistic, 
secular, multicultural, 
societies (viz.  is it possible 
a shared ethics or any 
ethics  is finally only 
culturally bound)?  

1) Actual Principles which 
govern behaviors in 
facts 

2) Norms that should 
govern these behaviors 

3) How could one fill the 
gap (if any) between 
actual behaviors and 
norms?  
 

Ethics 



Ethics vs. Morality/Applied Ethics 

 Morality or Applied Ethics make 
sense only to the extent that one 
has provided an answer (and 
there is a consensus) about 
preliminary, foundational, 
ethical issues. 

 In other words, we have first to 
agree 1) that it is possible to 
establish criteria about what is 
good and bad;  and 2) to 
indentify and agree on these 
criteria 

 Only then  one is entitled to 
establish what is good and bad 
in a given situation/context 



W H AT  I S  F E A S I B L E ?  W H AT  I S  L E G I T I M AT E ?  

Operationalizing Privacy and Ethics 



Why Operationalizing? 

 
 In complex, pluralist, 

societies, we need to set up 
procedures that may be 
verified and assessed in a 
transparent way, also in order 
to identify clear cut, and 
unambigous responsabilities.  

 In other words, 
operationalization may be a 
strategy for governance  in 
difficult and complex policy 
areas.  



What does it mean?  

 Operationalising means to 
translate into protocols  
complex decisions. Rather 
than allowing common 
sense or ad hoc 
professional/expert 
judgment to govern what is 
to be done, appropriate 
decisions are stipulate by 
formulae, algorithms, 
decisional softwares, best 
practices guidelines, etc.  



What is it needed?  

 One consequently needs to 
be able to 

1) Split the action/decision 
into discrete and clear cut 
steps 

2) Establish causal relations 
between steps 

3) Define a metrics which 
allows to validate and assess 
regularly the system 

4) Create a routine based on a 
follow-the-rule approach 
which substitute previous 
seat-of-the pants decision 
making processes. 



W H Y  O P E R AT I O A N A L I Z I G  I S  S O M E T I M E S  U N AV O I D A B L E  
A N D  D E S I R A B L E  

Positive Aspects of 
Operationalisation Strategies 



Positive Aspects 

 

 Precautionary approach 
(avoiding harm and major 
errors  at least) 

 More transparency 

 Clearer allocation of 
responsibilities 

 Possibility  of public review 

 

 



R I S K S  A N D  C AV E AT S  

Negative Aspects of 
Operationalisation Strategies 



Negative Aspects 

 

 Difensive observance of 
protocols 

 The blame game 

 Mechanical following of 
inappropriate procedures 

 Difficulty in reprograming 
protocols 

 Iatrogenic risks 



Accountability  



Bank Privacy Statement 



Trust  



HOSPITAL CONSENT FORM 



T W O  S U G G E S T I O N S  A N D  O N E  C O N S I D E R AT I O N  

Finding a balance and tailored 
strategies 



1° SUGGESTION 

Carefully decide what can be 
operationalised and what 
cannot  

If everything cannot be 
operationalised, handle this 
with clarity and avoiding  
getting rid off the problem 
just by denying it 

Non operationalasible decisions 
usually require an educational 
approach that cannot be 
skipped in many cases 



2° SUGGESTION 

 Operationalisation works 
better in local, limited, 
organizations and 
situations 

 In large organizations, and 
wide contexts, where the 
bureaucratic component 
tends to prevail, 
operationalisation is 
extremely risky because it 
can be easily turned into a 
blame avoidance 
instrument 



A CONSIDERATION 

 Never forget that 
eventually behind most 
ethical and privacy 
decisions there are power 
relationships and a balance 
of powers. 

 Only by empowering the 
weakest one can often 
achieve the goal to protect 
ethical values, privacy, and 
personal data  
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OutlineOutline
I Epistemic and semiotic challengesI. Epistemic and semiotic challenges.

1. Data intelligence as uncertainty management strategy: competitor rather
than target for EIA and PIA?

2. Does data intelligence as new truth regime (conditioning visibility, g g ( g y,
speakability, intelligibility) still allow time and space for evaluation and 
critique ?

3. The “objectivity” of data intelligence deflects concerns or attentions away 
from the previously privileged perspectives of causality and intentionalfrom the previously privileged perspectives of causality and intentional 
agency or individual and collective ‘authority’.What kind of tests / 
critiques could EIP and PIA impose on data intelligent systems to deal with 
issues it doesn’t pretend to involve (no causality, no subjects)?    

II Practical challengesII. Practical challenges
III. Production of « subjectivities »
IV. EIA and PIA between critique and judgement?

V. Conclusion



I Epistemic and semiotic challengesI. Epistemic and semiotic challenges.

1 P bl ti ti D t i t lli t i li i i f t i d t1. Problematization. Data intelligence materializes in a series of systems aimed at
automating the processing going from raw data to knowledge as to relieve human
actors from the burden and responsibility to transcribe, interpret, anticipate each‐
others, and the world’s events. Data‐mining and profiling: contributions to a newothers, and the world s events. Data mining and profiling: contributions to a new 
uncertainty management strategy, dealing especially with uncertain uncertainties
that is, with parts of what EIA and PIA are concerned with.

2. Immanence. Data intelligence metamorphoses singular qualities into 
measurable quantities up to a point where belief in these numerical images 
replaces contact with the reality that these images are meant to represent 
(profiles replace discursive accounts and re‐presentations). Immanence 
di l h f i i k l d i d d b hdissolves the space of critique: knowledge is not produced about the 
world anymore, but from within the digital world. A kind of knowledge 
that is not tested‐by nor testing the world it describes and emanates from. 
C it i f lidit l iti f di ti d l l d bCriteria of validity or legitimacy of predictive models are replaced by 
criteria of operationality in real time, plasticity, contribution to the 
‘fluidification’ of economic and social life. 



3. Objectivity. j y

– This new epistemic universe praises the objectivity of « data intelligence » 
yet turns away from the ambitions of modern rationality anchored in 
empirical experiment and deductive logicempirical experiment and deductive logic. 

– Algorithmic profiling promises enhanced personalization and better
consideration for individual needs, merits, preferences and abilities yet
ith t dd i i di id l bj t th h th i fl iwithout addressing individuals as subjects, through their reflexive

capabilities nor through their inscription within collective structures but 
merely through their profiles (compositions, at supra‐individual level, of 
i f i di id l f ) I d h h bili i hinfra‐individual fragments). It does not mean that these capabilities have 
disappeared, but merely that their rate has dropped. 



II. Practical challenges

1 Quantification of data protection threats Quantification of what ?1. Quantification of data protection threats. Quantification of what ? 
a. Semiotic critique of « raw data » as signal rather than sign. ‘data’ – either personal or not; textual, visual, 

physiologic,… ‐ function like signals – quantifiable despite being insignificant – rather than like signs
(icons, indices, symbols). They are not ‘given’ (in french, ‘données’) but rather unvoluntary ‘emanations’ 
from human actions and interactions, behaviours, trajectories,… (no Lockean initial appropriation theory). 

b C t lli ( l) d t d t t t t lli i f l k l db. Controlling (personal) data does not amount to controlling meaningful knowledge.
2. Is privacy the  issue? Rather, as the focus on pre‐emption attests, what is at issue is the virtual, 

potential dimention of spontaneity (cf. Arendt), contingency typical of the expressions of human 
liberty as such, the conditional mode of the formula ‘what a body could do’,whereas this 
conditional mode is definitional of agency or potency.(cf. Spinoza). Redefinition of the subject asconditional mode is definitional of agency or potency.(cf. Spinoza). Redefinition of the subject as 
potency. 

3. Proceduralization ? 
a. EIA and PIA assessments vs. decisions and projects ? If NTICs are the solutions, what are the problems? 

Who decides what is a problem ? Assessing the risks of something is not the same as deciding the 
i t ti th l th fi liti f thi A EIA d PIA d liti i i th i ?orientations, the goals, the finalities of something. Are EIA and PIA depoliticizing the issues ? 

b. Are procedural assessments immunizing from further responsibility and accountability? 
c. An occasion to assess individual and collective preferences, but how to account for the fact that 

preferences are socially, technologically, economically, constructed ? Preferences are not spontaneous 
facts of nature. Contributions of NTICs to the production of their own desirability. 



III Production of « subjectivities »III. Production of « subjectivities ».

Al t (th t i di id l ) R fl• Alerts (thrown at individual users)‐> Reflex responses
(rather than interpretation, evaluation, reflection).

• Pre‐emption: affecting individual and collectivePre emption: affecting individual and collective 
conducts through anticipative adaptation of 
informational and/or physical environments, or 
th h tit ti t h l i l ti itthrough constitutive technological normativity
(technological paternalism). Rendering impossible
attitudes that were previouslymerely illegal or sociallyp y y g y
sub‐optimal.

• What is lost: occasions to disobey, to realize what
k i i i fmakes us act in certain ways, to give account of 

oneself.



IV. EIA and PIA between critique and judgement?

C iti Th i t i ti i h ll i th• Critique : The virtue consisting in challenging the very 
categories through which one is predisposed to 
perceive and evaluate people and situations of the p p p
world, rather than merely judging them according to 
these very categories. Critique is a practice that 
suspends judgment and an opportunity to practice newsuspends judgment and an opportunity to practice new 
values, precisely on the basis of that suspension. In this 
perspective, critique targets the construction of a field 
of occlusive categories themselves rather than on the 
subsumption of a particular case under ‐‐a pre‐
constituted category (Foucault Butler)constituted category. (Foucault, Butler) 

• Judgement subsumes events of the world under pre‐
established categories.



EIA and PIA as critique ?EIA and PIA as critique ?

• Would need background diagnosis of the present rather than mere focus on g g p
technology, quantification, preferences and procedures. What values in the Big 
Data era ? (Managerialization, avoidance of human testimony and interpretation, 
avoidance of contact points and negotiation, quantification, real‐time, fluidity?)

• Would require a clear understanding of the target: Machines ? Paradigms ? 
Prosthesis ? Agencements ? 

• Would require assessment of how presupposed agents and objects are producedWould require assessment of how presupposed agents and objects are produced
by what is being assessed assessed

‐ e.g. non‐naturality of preferences. 

e g if NITCs are not the solution to a pre existing problem how do they create‐ e.g. if NITCs are not the solution to a pre‐existing problem, how do they create
their own desirability? Are those desires favourable to human flourishing? Are 
they compatible with deliberative democracy?

• Would require assessment not only of the productions but also of what NTICs• Would require assessment not only of the productions but also of what NTICs
allow to dis‐regard or neglect, of what becomes invisible, unspeakable, 
unintelligible. How to assess the fairness of the new perceptual regime ? EIA and 
PIA as time spaces where to give voice not only to majoritarian views but to whatPIA as time‐spaces where to give voice not only to majoritarian views, but to what
cannot usually be spoken nor translated in computer‐readable data. 

• Would need to focus on projects as well as on risks. 



V ConclusionV. Conclusion

The urgent need now is to come back on the
political and legal grounds in order to re‐p g g
establish the hierarchy of ends and means, and
to guarantee that NTICs remain responsive toto guarantee that NTICs remain responsive to
human needs and human projects, rather than
the oppositethe opposite.

Thank you.
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Fraunhofer IPK, Division Automation Technology, Department Security Technology

Recent relevant projects Security Technology

Security, Ethics, privacy, quality management

Privacy Protection and Ethical Governance from different views (product/process)

Product view (responsible innovation)

Process view (responsible research)

Check-List, simple Code of Conduct

FP7-ICT CA: RADICAL, FP7-SiS CA: ETHICAL 

Project Examples (Privacy by design):

ADIS (Automatically Detection of Scenes for Intervention)

FEARLESS (Fear Elimination As Resolution for Loosing Elderly’s Substantial Sorrows

Future Work (Online Tools for Responsible research and innovation)

Overview

2
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Facts and Figures

Founded in 1976

256 employees (scientists, service and students)

More than 70 test areas and 7 special laboratories 
on about 7 100 m²

Budget of 12.4 Mio. Euro in 2010 

Spin-offs and start-ups by 12 % of former staff 
members

Fraunhofer IPK
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R&D Areas

Corporate Management

Virtual Product Creation

Production Systems

Joining and Coating Technology

Automation Technology

Quality Management

Medical Technology

Customer-oriented
research

Fraunhofer IPK
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Process automation and robotics /

Development of automation concepts and innovative
robotic and handling systems
Process control and simulation 
Automation of industrial quality control

Security technology / 

Security service systems for people and buildings Forensic 
applications
I&T safety and document security
Automatic optical testing

Automation Technology

R&D Areas / Services
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Motion and scene analysis

Character and symbol recognition

Biometric recognition systems

Automatically reconstruction of
documents and objects

Document security
product and brand protection

Mobile tracking systems

1

3

4

5

2

6

6

Department Security Technology
Competencies
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Security Technology – Recent Projects

ePuzzler: Technologies for virtually reconstruction

Toolkit for Automatically reconstruction of documents

Fraunhofer Innovation Cluster Secure Identity

System to detect children pornographical contents in digital media

ADIS (Automatically Detection of Scenes for Intervention)

FEARLESS (Fear Elimination As Resolution for Loosing Elderly’s Substantial Sorrows)

RADICAL (Road Mapping Technology for Enhancing Security to Protect Medical & Genetic Data)

ETHICAL (International debate on ethical implications of data collection, use and retention 

for biometric and medical applications)

RESPONSIBILITY (Global Model and Observatory for International Responsible Research 

and Innovation Coordination)
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Concept and design of human centered complex systems

Acceptance from all the stakeholders has to be planned:

- Users (operators needs and goals) 

- Society (privacy and human dignity)

- Organisations (future and unintended implications) 

- International cooperation and use

8

Privacy Protection and Ethical Governance
the Product view (the solution) and 
the Process view (concept, design, development)

Responsible Research and InnovationEthical acceptability
Sustainibility

Societal desirability
von Schomberg
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- System requirements (purpose/quality/efficiency)

availability, reliability, safety/security, usability

- System implications (abuse/violation/misuse/incidents)

data security, confidentiality, privacy protection,

stewardship, human dignity, trustworthiness, 

property, ownership, purpose and proportionality

9

Privacy Protection and Ethical Governance
the Product view (the solution)

Responsible Research and InnovationBalance between
technology, 
application, 

practice
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Measures to take during 

- system and concept design 

interdisciplinary approach

- project proposal preparation phase 

consent, disclosure

- project implementation phase

Recommendations for research involving 

- government-industry collaborations

- international data sharing

10

Privacy Protection and Ethical Governance 
the Process view (concept, design, development)

Responsible Research and InnovationOften developers do not 
consider broader implication of 

future applications
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Five basic principles were initially identified for ICT projects

(1) Information privacy 

personal privacy and informational privacy, the freedom to act without outside interference

(2) Confidentiality

protection of sensitive data against theft, disclosure, improper use, using with consent

(3) Property and ownership

safeguard system against undesired/accidental or unauthorized malicious access

(4) Reliability and trustworthiness

strategies for errors due to false match rate, false non-match rate 

(5) Purpose and proportionality 

How far can we go! Interdisciplinary discussion and a broad acceptance analysis!

>> Commodification of data 

(Mordini & Petrini 2007 : threats to privacy are not as great as the threat of personal data commodification. 

…Is the society ready for this form of being digital?)

11

Check-List or Simple Code of Conduct
RRI

RADICAL
Road Mapping Technology for 
Enhancing Security to Protect 
Medical & Genetic Data 
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Alarm system

Situations that need intervention
Templates/Modells

Measure catalog

Control center,
Operator

• Cameracontrol
• Initiate situationspecific

measures

Requirements

Capturing
sensors

Detection
result

Detection
system

Description of situations, 
modells

Scene 
description

12

ADIS – Automatically Detection of Situations that need intervention

Information Privacy, Anonymisation

Components for pattern recognition and scene detection

Components 
of the control center

(1) Information privacy 
(2) Confidentiality
(3) Property and 
ownership
(4) Reliability and 
trustworthiness
(5) Purpose and 
proportionality 
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Tracking and analysis with silhouttes and skeleton modells

13

FEARLESS 
Fear Elimination As Resolution for Loosing Elderly’s Substantial 
Sorrows

designed to detect a wide range of risks with a single 
sensor unit  (fall, fire, behaviour)

enhancing mobility and enabling elderly to take active 
part in the self-serve society by reducing their fears. 

integration of important parts of the supply chain (i.e. 
network of electricians and electric shops). 

ensure the concentration on the end users needs and 
wishes

(1) Information privacy 
(2) Confidentiality
(3) Property and 
ownership
(4) Reliability and 
trustworthiness
(5) Purpose and 
proportionality 
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Closed systems only for automatically pattern 

recognition and scene analysis without image output 

and storage

Static optical sensors (cameras) 

Without tracking of persons outside the declared

sector

Informed consent

Immediate analysis of the scene

No image storage

Analysis of silhouetts and volume modells

No persons can be recognised

Without analysis of facial expression

No face zoom and face analysis

Information Privacy by design

14
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Online Tools for Responsible Research and Innovation
that integrate our

- code of conduct, 

- check-lists and

- best practices (our practical experience)

The base of the RRI-Tool would be our well established

quality management system with

- process descriptions

- repository of ready to use documents and regulations

15

Future Work
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Aki Zaharya Menevidis
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Is there ethics in algorithms? 
Searching for ethics in g
contemporary technology
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What is an algorithm?

A l ith i fi it f ll d fi d• An algorithm is a finite sequence of well-defined 
instructions that describe in sufficiently great detail how to 
solve a problemsolve a problem.



Three claims

Al i hAlgorithms….
(i) ...sometimes contain ethical assumptions, 
(ii) …influence our decisions, but
(iii) …algorithms are not moral agents.(iii) …algorithms are not moral agents.



Why Do Algorithms Comprise 
Ethical Assumptions?

VALUE JUDGEMENT: 

A proposition is a value judgment if and only if it expresses a view on howA proposition is a value judgment if and only if it expresses a view on how 
things ought to be, or what is good or bad, or desirable or undesirable. 

Do all algorithms contain value-judgments? No. But some do.

•DEFINITIONDEFINITION

An algorithm comprises a value judgment if (but possibly not only if) two 
or more persons who accept different value judgments would have a 
rational reason to design or use the algorithm differently.



Another Example
s
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Segmentation in a noisy image. For a larger threshold value, T1 ,  the estimated area V1 of the ‘blood’ segment 
will be lower than the estimated area V2  which is found with a lower threshold T2 . It is not a priori clear, however, 
which of the two threshold values is the ‘correct’ one. The software engineer chooses a threshold without real 
argument – thereby biasing the outcome of the algorithm when it is used on patient data. This may statistically 
influence the change of false positive diagnostic errors in favour of false negatives, or vice versa.



The Tiger Example 

I d t i i th j l b ild d t t th tIn order to survive in the jungle, you build a detector that 
warns for everything that is yellow, including tigers.

- But everything edible is also yellow.
How sensistive should the warning device be?- How sensistive should the warning device be?



False positives vs. False negatives 

True positve = Device says it is 
a tiger, and it is a tiger. 
(You survive!)

False positve = Device says it is 
a tiger, but it is not a tiger. (You 
starve!)( ) )

False negative = Device says it 
is not a tiger, but it is a tiger. 

True negative = Device says it 
is not a tiger, and it is not a tiger. g , g

(You die!)
g , g

(You survive!)



The ROC analysis 

ROC i i h i iROC = receiver operating characteristic

• True positive rate (TPR) = TP / P = TP / (TP + FN) 
• False positive rate (FPR) = FP / N = FP / (FP + TN)

• P  = actual number of postives (tigers)
• N = actual number of negatives (bananas etc.)





The area under the ROC curve is sometimes 
used as a scoreused as a score 



The radar on my sailing boat



A Moral Principle: Transparency



Can algorithms be moral agents? 

• “Guns don’t kill people, people do”
• “Medical technology doesn’t save patients, surgeons do”



Three views

• The Strong View: Technological artefacts are 
(together with humans) moral agents.

• The Moderate View: This is an intermediate “an 
intermediate position that attributes moral relevance p
to artefacts without making them morally responsible 
or morally accountable for their effects” (Illies & y (
Meijers)

• The Weak Neutrality Thesis: Artefacts are neutralThe Weak Neutrality Thesis: Artefacts are neutral 
means to the end pursued by agents.



The Strong View (Verbeek)

(1) “technological artefacts … actively co-shape 
people’s being in the world”
(2) “humans and technologies do not have a 
separate existence any more”
(3) ”technologies … have an intentionality”
——————————————————————
(4) “moral agency is distributed over both humans 
and technological artefacts”



(1) “technological artefacts … actively co-
”shape people’s being in the world””

EXAMPLE: Revolving doors were originally 
designed with the intention of keeping the 
wind out but had the mediating side effectwind out but had the mediating side-effect 
that people in wheel-chairs could no longer 
enter buildings through such doors. g g
[Internet, mobile phones]

BUT Th i h i i i h d iBUT: The entity that is active is the designer 
or inventor or user who decides to produce 
or sell or use the new artefactsor sell or use the new artefacts.



(2) “humans and technologies do not 
h t i t ”have a separate existence any more”

Literal interp: Sun-powered satellites, would 
continue to exist for decades even if all humans 
were to suddenly go extinctwere to suddenly go extinct.

Extended interp: A technology is not just a p gy j
material object, it also comprises knowledge 
about how the objects is constructed and used.

Best interp: The mediating role of technology 
blurs the ontological distinction between ‘subject’blurs the ontological distinction between subject  
and ‘object’.



(3) ”technologies … have an 
intentionality”

Technologies sometime influence people’s 
behaviour: one writes slowly with a 
fountain pen which makes it easier tofountain pen, which makes it easier to 
think over the sentence carefully. With a 
word processor it is easier to rewrite theword processor it is easier to rewrite the 
text and alter individual words.

Verbeek: this shows that “these writing 
technologies … play an active role in the 
relation between author and text Theyrelation between author and text. They 
have an intentionality, a trajectory that 
promotes a specific kind of use”.p p



Path in the Austrian AlpsPath in the Austrian Alps

The path has a “trajectory that promotes a 
specific kind of use”.specific kind of use .

Does the the path has any intentionality?Does the the path has any intentionality? 
No!

Another example: The telephone was originally invented and 
designed for the hardof-hearing. That it is nowadays being 
used for a different purpose does not prove much In order toused for a different purpose does not prove much. In order to 
explain the change of function, no technological intentionality 
is needed. Technological artefacts may be used for different 

i diff t it tipurposes in different situations.



The Strong View (Verbeek)The Strong View (Verbeek)

(1) “technological artefacts … actively co-shape 
people’s being in the world”
(2) “humans and technologies do not have a 
separate existence any more”
(3) ”technologies … have an intentionality”
——————————————————————
(4) “moral agency is distributed over both humans 
and technological artefacts”



The Moderate View (Illies & Meijers)The Moderate View (Illies & Meijers)

Technological artefacts are morally relevant in the 
sense that they sometimes affect the attractiveness 
of the possible actions that make up an Actionof the possible actions that make up an Action 
Scheme

Action Scheme = ‘the set of possible actions with 
different attractiveness that is available to an agent 
or group of agents in a given situation’

Cars volcanoes and EVEYTHING is morallyCars, volcanoes, and EVEYTHING is morally 
relevant



Can implies Ought?Can implies Ought?

If things become possible, that were not
possible before, this might change our 
moral obligations. 

If we do not have a moral obligation to 
do x because it is impossible for us to 
do x, but to do x would be morally 
required if x was possible, then a 
change in the realm of ‘can’ implies a 
change in the realm of ‘ought’.



Do mere possibilities matter?Do mere possibilities matter?
S: “We might even see it as better if, ceterisS: We might even see it as better if, ceteris 
paribus, people have more rather than fewer 
options for actions”options for actions

Suppose the Nazis had invented Cyclone C inSuppose the Nazis had invented Cyclone C in
1940. Cyclone C is, we assume, a gas that 
would have had caused slightly more painwould have had caused slightly more pain 
and death than Cyclone B. Would it really 
have made a moral difference if the Nazishave made a moral difference if the Nazis 
could have used Cyclone C in addition to 
Cyclone B for killing six million Jews?Cyc o e o g s o Je s



First- and second-order 
responsibilities

O fi t d ibilit i t tOur first-order responsibility is to carry out 
morally right actions, but our second-order

ibilit i t k th t thresponsibility is to make sure that there are 
some morally good actions to choose,
i t b i b t d A ti S hi.e. to bring about a good Action Scheme.

BUT B i i b t A ti S h i iBUT: Bringing about an Action Scheme is in 
itself an action.



The Weak Neutrality ThesisThe Weak Neutrality Thesis
The Strong Neutrality Thesis:The Strong Neutrality Thesis: 
(i) artefacts never figure as moral agents, and 
are never (ii) morally responsibleare never (ii) morally responsible
for their effects, and (iii) never affect the moral 
evaluation of an actionevaluation of an action

The Weak Neutrality Thesis:The Weak Neutrality Thesis:  
We accept (i) and (ii) but reject (iii)—
technological artefacts sometimes affect thetechnological artefacts sometimes affect the 
moral evaluation of actions.



Ethics Between Checklists and 
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OutlineOutlineOutlineOutline

1.1. IntroductionIntroduction
2.2. Conventional Approaches of Conventional Approaches of 

Ethi l A t f T h lEthi l A t f T h lEthical Assessment of TechnologyEthical Assessment of Technology
33 Criticism of these approachesCriticism of these approaches3.3. Criticism of these approachesCriticism of these approaches
4.4. Clinical Ethics ApproachClinical Ethics Approach
5.5. ConclusionsConclusions
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IntroductionIntroductionIntroductionIntroduction
Complexity of the field of technologyComplexity of the field of technologyComplexity of the field of technology Complexity of the field of technology 
assessment and ethical assessment of assessment and ethical assessment of 
technologytechnologytechnologytechnology
Technologies have complex developmental Technologies have complex developmental 
histories that cannot be separated from theirhistories that cannot be separated from theirhistories that cannot be separated from their histories that cannot be separated from their 
entanglements with economic and social entanglements with economic and social 
structuresstructuresstructuresstructures
Technologies inevitably have a “political” Technologies inevitably have a “political” 
di idi idimensiondimension
Ethical assessment is similarly complex and Ethical assessment is similarly complex and 
politicalpolitical

3



Conventional ApproachesConventional ApproachesConventional ApproachesConventional Approaches

Ethical assessment is framed under diffuse, Ethical assessment is framed under diffuse, 
yet often widely accepted, frameworks or yet often widely accepted, frameworks or 
conceptsconcepts
–– Ethical principles, e.g., autonomy, beneficence, Ethical principles, e.g., autonomy, beneficence, p p g yp p g y

nonnon--maleficence, justice or privacy, fidelitymaleficence, justice or privacy, fidelity
–– Ethical theories, e.g., principlism, virtue ethicsEthical theories, e.g., principlism, virtue ethics

EpistemologicalEpistemological stance of ethical assessment stance of ethical assessment 
is often a “view from nowhere” (Thomas is often a “view from nowhere” (Thomas ((
Nagel)Nagel)

4



Temporal engagement of ethical assessment Temporal engagement of ethical assessment 
of technology is often future or past oriented, of technology is often future or past oriented, 
seldom concurrentseldom concurrent
Deep epistemological competence in theDeep epistemological competence in theDeep epistemological competence in the Deep epistemological competence in the 
technology/technologies being assessed technology/technologies being assessed 
seems to be optionalseems to be optionalseems to be optionalseems to be optional
Ethical assessment focuses primarily on Ethical assessment focuses primarily on 
identifying problems concerns or offeringidentifying problems concerns or offeringidentifying problems, concerns or offering identifying problems, concerns or offering 
criticisms, than in framing solutions which are criticisms, than in framing solutions which are 
both ethically justified and practicableboth ethically justified and practicableboth ethically justified and practicableboth ethically justified and practicable
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Problems with ConventionalProblems with ConventionalProblems with Conventional Problems with Conventional 
Ethical Assessment ApproachesEthical Assessment Approachespppp

Broad principles provide minimal guidance or Broad principles provide minimal guidance or 
real world traction for addressing ethicalreal world traction for addressing ethicalreal world traction for addressing ethical real world traction for addressing ethical 
challenges with emerging technologieschallenges with emerging technologies
ETA often overlooks ethical conflicts among orETA often overlooks ethical conflicts among orETA often overlooks ethical conflicts among or ETA often overlooks ethical conflicts among or 
between principles and unhelpfully assume that between principles and unhelpfully assume that 
engineers and developers are not ethicallyengineers and developers are not ethicallyengineers and developers are not ethically engineers and developers are not ethically 
awareaware
The epistemological stance of ETA can impedeThe epistemological stance of ETA can impedeThe epistemological stance of ETA can impede The epistemological stance of ETA can impede 
constructive dialogue between those doing ETA constructive dialogue between those doing ETA 
and engineers/developers on values and ethics and engineers/developers on values and ethics g pg p
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Projective and retrospective critical analyses Projective and retrospective critical analyses 
cannot replace concurrent conversation andcannot replace concurrent conversation andcannot replace concurrent conversation and cannot replace concurrent conversation and 
engagement with the developmental engagement with the developmental 
processesprocessesprocessesprocesses
Bird’s eye views of technologies reinforce the Bird’s eye views of technologies reinforce the 
t d t f ETA i h kli tt d t f ETA i h kli ttendency to perform ETA via checklists or tendency to perform ETA via checklists or 
bureaucratically, which can miss crucial bureaucratically, which can miss crucial 

ti l d t ilti l d t ilpractical detailspractical details
Developers of technologies report that a Developers of technologies report that a 
catalog of ethical challenges cannot replace catalog of ethical challenges cannot replace 
actual help in solving practical problems actual help in solving practical problems 
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“Clinical Ethics” Approach
Epistemologically engaged and competentEpistemologically engaged and competent

Clinical Ethics  Approach
p g y g g pp g y g g p

Focuses on ethical questions and problems Focuses on ethical questions and problems 
emerging within the emerging within the developmentdevelopment and and g gg g pp
applicationapplication of technologiesof technologies
Accepts the role of the ethics advisor within Accepts the role of the ethics advisor within pp
the developmental or application teamsthe developmental or application teams
Conducts and/or collaborates on Conducts and/or collaborates on 
conventional ethical assessments of conventional ethical assessments of 
technologytechnology
But is also committed to find pragmatic, that But is also committed to find pragmatic, that 
is, workable, solutions to emerging ethical is, workable, solutions to emerging ethical 
challengeschallenges
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Conclusions
A clinical ethics approach is not intended to A clinical ethics approach is not intended to 

Conclusions
pppp

replace, but to replace, but to augment augment conventional ETAconventional ETA
It's meant to correct some of the inherent It's meant to correct some of the inherent 
deficiencies of conventional ETAdeficiencies of conventional ETA
It involves a new role for those conducting It involves a new role for those conducting gg
ETA, a role that is engaged and ETA, a role that is engaged and 
epistemologically competent in the epistemologically competent in the 
technologies in questiontechnologies in question
A clinical ethics approach to ETA is not a A clinical ethics approach to ETA is not a 
rejection of conventional ETArejection of conventional ETA
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A Clinical Ethics Technology Assessment is A Clinical Ethics Technology Assessment is gygy
positionalpositional
–– As engaged, its stance is epistemologically within As engaged, its stance is epistemologically within 

and not outside the development or application of and not outside the development or application of 
technologiestechnologies
As a consequence it is a contributor to theAs a consequence it is a contributor to the–– As a consequence, it is a contributor to the As a consequence, it is a contributor to the 
developmental and application processes and developmental and application processes and 
thus bears responsibilitythus bears responsibilityp yp y

–– Finally, the concept of Finally, the concept of CETACETA importantly reminds importantly reminds 
us that ETA is itself inherently political and so us that ETA is itself inherently political and so 
must bemust be pragmatically ethicalpragmatically ethicalmust be must be pragmatically ethicalpragmatically ethical
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Is Ethical Impact AssessmentIs Ethical Impact Assessment 
Ethical?

Andrew EdgarAndrew Edgar

Cardiff University



EthicsEthics

• Consider Charles Taylor’s essays ‘Self‐
Interpreting Animals’ and ‘Hermeneutics and p g
the Sciences of Man’

• To understand ethics as a hermeneutic activity• To understand ethics as a hermeneutic activity

• Ethics is to do with the interpretation of 
situations, and rests upon an understanding of 
what it is to be human, and of what the goodwhat it is to be human, and of what the good 
life might consist. 



Ethics and TechnologyEthics and Technology

id d hi i l i li• Consider Marx and historical materialism
• The forces of production drive history.p y
• As the economic base changes, so too does 
the cultural superstructurethe cultural superstructure.

• So, as technology changes, so too does the 
morality by which that technology (and itsmorality by which that technology (and its 
consequences could be assessed).

• Is the relationship between technology and 
morality inherently unstable?



Sport as Moral LaboratorySport as Moral Laboratory

id i i h l d h• Consider swimsuit technology, and the 
Olympic banning of full coverage, low‐drag 
swimsuits

• Consider the various controls on drugs in sportg p
• Consider Oscar Pistorius’ (and others’) use of 
cheetah‐bladescheetah blades

• In all cases, one may ask how the technology 
i t h t it t ti i t iimpacts upon what it means to participate in a 
particular sport. 



Sport as Moral LaboratorySport as Moral Laboratory



TranshumanismTranshumanism

• Jürgen Habermas (in The Future of Human 
Nature) questions certain human ) q
enhancement technologies on the grounds 
that they inhibit moral discoursethat they inhibit moral discourse.

• Donna Harraway (in ‘Cyborg Manifesto’) sees 
h h l ltranshumanist technology as stimulating new 

understandings and moral assessments of 
what it is to be human.



ConclusionConclusion

f h l d l l i d• If technology and moral culture are entwined, 
certain technologies may shift our 
understanding of what it is to be human, and 
thus change our moral discourse.

• EIA cannot automatically apply existing moral 
understandings in assessing the implications g g p
of new technologies.

• Are the sorts of imaginative leaps demanded• Are the sorts of imaginative leaps demanded 
by the most radical technologies possible? 
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“Securitas” and the “good life” (vita beata) [1/2]

Cicero, Tusculanarum Disputationum, 5:42:
„securitatem autem nunc appello vacuitatem aegritudinis,„securitatem autem nunc appello vacuitatem aegritudinis,

in qua vita beata posita est“ /
“for I now call a freedom from anxiety a security,

hi h f d h lif d d ”on which freedom a happy life depends”

2 | M. Nagenborg – Security Ethics (Rome, 20 & 21 September, 2012) © 2011 Universität Tübingen



“Securitas” and the “good life” (vita beata) [2/2]
• Stoic thinking:

- One has to avoid suffering from anxiety by becoming aware of 
what lies beyond the influence of human actions.

- Security is NOT about protecting goods.
• Modern thinking:Modern thinking:

- Example: “Security is about preventing adverse consequences 
from the intentional and unwarranted actions of others.” 
(S h i 2006)(Schneier 2006)

- Active understanding of security: Security is something to be 
provided and maintained.p

3 | M. Nagenborg – Security Ethics (Rome, 20 & 21 September, 2012) © 2011 Universität Tübingen



“Pax et Securitas” [1/2]

www.romereborn.virginia.edu

4 | M. Nagenborg – Security Ethics (Rome, 20 & 21 September, 2012) © 2011 Universität Tübingen



“Pax et Securitas” [2/2]
“For yourselves know perfectly that the day of the Lord so cometh as 
a thief in the night. For when they shall say, [pax et securitas]; then 
sudden destruction cometh upon them … .” (1 Thessalonians 5, 2-3)

5 | M. Nagenborg – Security Ethics (Rome, 20 & 21 September, 2012) © 2011 Universität Tübingen
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Augustine’s critique on security
• “[Scipio] feared security, that enemy of weak minds, and he 

perceived that a wholesome fear would be a fit guardian for the 
citizens.” (City of God, 1:30)

• “[Scipio] did not consider that republic flourishing whose walls 
stand, but whose morals are in ruins. … Depraved by goodstand, but whose morals are in ruins. … Depraved by good 
fortune, and not chastened by adversity, what you desire in the 
restoration of a peaceful and secure state, is not the tranquility of 
th lth b t th i it f i i l ”the commonwealth, but the impunity of your own vicious luxury.” 
(City of God, 1:33)

7 | M. Nagenborg – Security Ethics (Rome, 20 & 21 September, 2012) © 2011 Universität Tübingen



Too much security
• “Security problems are developments that threaten the sovereignty 

or independence of a state in a particularly rapid or dramatic 
fashion, and deprive it of the capacity to manage by itself. … Such 
a threat must therefore be met with the mobilization of the 
maximum effort.” (Wæver 1995)maximum effort.  (Wæver 1995)

- Wæver (1995): “Is it all to the good that problems such as 
environmental degradation be addressed in terms of security?”
Ethi W d t b f th idi lit f- Ethics: We need to be aware of the overriding quality of 
“security”.

8 | M. Nagenborg – Security Ethics (Rome, 20 & 21 September, 2012) © 2011 Universität Tübingen



Security Ethics: Two level approach
• Ethical assessment of security measures

- E. g., liberty, privacy, justice
- Not much of a difference to other kinds of ethical assessments.

• Critical reflection on the (specific) concept of security
- Is this really about “security”?Is this really about security ?

(De-)Securitization
Being aware of the overriding quality of „security“

- What is the underlying concept of „security“ in the specificy g p y p
case?

- Who will benefit from the measures? Who will pay the price?

9 | M. Nagenborg – Security Ethics (Rome, 20 & 21 September, 2012) © 2011 Universität Tübingen



Consequences for doing Security Ethics
• It’s not enough to design security measures ethically.
• Two-level-approach should also be part of research design:

- Ethical advisory board (Administration)
- Designated work package on ethical issues that informs the 

ethical advisory board (Research)ethical advisory board (Research)

10 | M. Nagenborg – Security Ethics (Rome, 20 & 21 September, 2012) © 2011 Universität Tübingen



Thank you.
Contact:

International Centre for Ethics in the
Sciences and Humanities (IZEW)
Dr. Michael Nagenborg

Wilhelmstr. 19, 72074 Tübingen, GermanyWilhelmstr. 19, 72074 Tübingen, Germany
Fon +49 7071 29 77516
michael.nagenborg@izew.uni-tuebingen.de
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Today’s presentationToday s presentation

• Need for an ethical impact assessmentp
• PIA – its origins & current status

C t ti i ( t t f th t)• Contentious issues (= state of the art)
• Benefits of a PIA + EIA (extended PIA)( )
• Some references for further reading



Why is there a need for an EIA?y

• Technologies are not neutral nor value freeTechnologies are not neutral, nor value free. 
Technologies, how they are configured and used, reflect 
the interests and values of their developers and owners.

• Over time, other stakeholders, including users, may 
adapt a technology for uses unforeseen when the 
technology was originally developed. These possibilities 
should be considered at the design stage. 
Ethi l id ti ft t t d d t• Ethical considerations are often context-dependent. 
What may be ethically acceptable in one context may 
not be acceptable in another contextnot be acceptable in another context.



Ethical issues
• Autonomy – Does the project or new technology impact the 

autonomy, the freedom of choice or the freedom to be let alone, of 
th i di id l ?the individual or group?

• Dignity – Does the project or technology intrude upon the 
individual’s dignity, as body scanning, fingerprinting and electronic g y, y g, g p g
tagging arguably do? 

• Informed consent – Have individuals freely given their explicit 
informed consent to being monitored tracked and/or targeted?informed consent to being monitored, tracked and/or targeted? 

• Trust – Will the technology or project erode trust? Will groups or 
individuals believe they are not trusted by others, especially those 
who are in a stronger position of power?

• Fairness – Are some groups treated differently from others? 



More ethical issues
• Isolation – Will the new technology lead to more social  isolation? 

Does it promote inclusion, inclusiveness?
• Responsibility – Who will be accountable for ensuring that an 

ethical impact assessment is properly conducted? Who will be 
responsible if a new technology is found to be unduly intrusive?p gy y

• Harm – Will the new technology cause undue or unjustified harm to 
anyone? 
J ti ( i ht f i ti d d ) If th t h l• Justice (right of inspection and redress) – If the technology or 
project is deployed, will the owner and/or operator provide those 
surveilled with a right of inspection of how their data or images are 
being used, stored, secured (and for how long)? Is there a right of 
redress? 

• Solidarity and benefit sharing – Will the technology or project erodeSolidarity and benefit sharing Will the technology or project erode 
social solidarity? Who benefits or loses from the deployment of the 
technology? 



EIA + PIA

• An ethical impact assessment can (should) p ( )
follow a process similar to that of a PIA

• A PIA and an EIA can be conducted in tandem 
(= an “extended” PIA)(= an extended  PIA)



Definition of PIA
•• A A process process for assessing the impacts on privacy of a for assessing the impacts on privacy of a 

projectproject technology service policytechnology service policy or other initiativeor other initiativeproject, project, technology, service, policy technology, service, policy or other initiative or other initiative 
and, in consultation with stakeholders, for taking and, in consultation with stakeholders, for taking 
remedial actions as necessary in order to avoid or remedial actions as necessary in order to avoid or yy
minimise the negative minimise the negative impactsimpacts

•• A PIA is about identifying risks and finding solutions, not A PIA is about identifying risks and finding solutions, not 
simply producing a report that demonstrates compliancesimply producing a report that demonstrates compliance



Origins of PIAOrigins of PIA

• Pioneers – Blair Stewart, Roger Clarke, Nigel Waters, 
Elizabeth Longworth, David Flaherty
P i I F i Ch i t h h i J 1996• Privacy Issues Forum in Christchurch, in June 1996

• Flaherty mentions PIA in his book Protecting Privacy in 
Surveillance Societies 1989Surveillance Societies, 1989

• Environmental impact assessments
• Technology impact assessments• Technology impact assessments



PIA outside Europe
• Australia – 2006

• Victoria state – 2004Victoria state 2004
• Canada – 2002

• British Columbia – 1996
• Alberta – 2001
• Ontario – 1999

• New Zealand – 2002
• US – 1996

• Deloitte & Touche – Guide to Cross-Border PIAs, 
20012001

• ISO PIA voluntary standard for financial services –
2008



PIA in EuropePIA in Europe

• UK Information Commissioner’s Office (ICO), PIA 
Handbook, 2007 (rev. 2009)
Sl i I f ti C i i ' G id li PIA• Slovenian Information Commissioner's Guidelines: PIA 
in e-Government Projects, July 2010  

• Irish Health Information and Quality Authority PIA• Irish Health Information and Quality Authority, PIA 
Guidance, Dec 2010 

• EC RFID Recommendation in May 2009 
• Art 29 WP “endorses” RFID PIA framework Feb 2011• Art. 29 WP endorses  RFID PIA framework, Feb 2011
• PIAF project, Jan 2011 – Oct 2012



Current status of PIA in EUCurrent status of PIA in EU

• CEN TC 225 is examining prospects for standardisation 
for RFID PIA
S l t i (N th l d D k Fi l d) h• Several countries (Netherlands, Denmark, Finland) have 
been considering PIA policies or handbooks

• Art 33 of the EC’s proposed Data Protection• Art. 33 of the EC s proposed Data Protection 
Regulation, released 25 Jan 2012



Article 33
• Obliges data controllers to carry out a “data protection 

impact assessment” where processing presentsimpact assessment  where processing presents 
“specific risks to the rights and freedoms of data 
subjects”j

• Art. 33(2) cites examples of such risks:
• a systematic and extensive evaluation of a person'sa systematic and extensive evaluation of a person s 

economic situation, location, health, personal 
preferences, reliability or behaviour

• information on sex life, health, race and ethnic origin 
• video surveillance
• genetic or biometric data
• other processing operations requiring consultation with 

the DPA 



Article 33 (cont’d)( )
• Art. 33 (3) describes what the assessment shall contain:

d i ti f th i d i ti• a description of the envisaged processing operations,
• an assessment of the risks 

t dd th i k• measures to address  the risks
• safeguards to ensure protection of personal data 
• compliance with this Regulation

• Art. 33 (4) -- The controller shall seek the views of data 
subjects 

• Art. 33 would empower the EC to adopt “delegated acts” 
re verifying and auditing the assessmentre verifying and auditing the assessment



PIAF projectp j
• Funded by DG Justice

PIAF ti i VUB T il t l & PI• PIAF consortium comprises VUB, Trilateral & PI
• We reviewed existing PIA policies, methodologies and 

practices in Australia Victoria state Canada Ontariopractices in Australia, Victoria state, Canada, Ontario, 
Alberta, Hong Kong, Ireland, New Zealand, UK and US

• We surveyed EU DPAs re their views on PIA• We surveyed EU DPAs re their views on PIA
• We are making recommendations re an “optimised” PIA 

based on best practices from our analysis of existingbased on best practices from our analysis of existing 
policies, methodologies

• Three workshops for EC policy-makers & Art. 29 p p y
members

• www.piafproject.eu



A step-by-step guide to PIA (1)p y p g ( )
1.1. Determine whether a PIA is necessary (threshold Determine whether a PIA is necessary (threshold 

analysis)analysis)analysis) analysis) 
2.2. Identify the PIA team and set the team’s terms of Identify the PIA team and set the team’s terms of 

reference resources and time framereference resources and time framereference, resources and time framereference, resources and time frame
3.3. Prepare a PIA planPrepare a PIA plan
44 Determine the budget for the PIADetermine the budget for the PIA4.4. Determine the budget for the PIADetermine the budget for the PIA
5.5. Describe the proposed project to be assessedDescribe the proposed project to be assessed
66 Identify stakeholdersIdentify stakeholders6.6. Identify stakeholdersIdentify stakeholders
7.7. Analyse the information flows and other privacy Analyse the information flows and other privacy 

impactsimpactsimpactsimpacts
8.8. Consult with stakeholdersConsult with stakeholders



A step-by-step guide to PIA (2)p y p g ( )
9. Check the project complies with legislation
10 Id tif i k d ibl l ti10. Identify risks and possible solutions
11. Formulate recommendations
12 P d bli h th t th12. Prepare and publish the report, e.g., on the 

organisation’s website
13 Implement the recommendations13. Implement the recommendations
14. Third-party review and/or audit of the PIA
15 U d t th PIA if th h i th j t15. Update the PIA if there are changes in the project
16. Embed privacy awareness throughout the organisation 

and ensure accountabilityand ensure accountability



Contentious issues = state of the art
•• Mandatory PIAMandatory PIA

A PIA i th li h kA PIA i th li h k•• A PIA is more than a compliance checkA PIA is more than a compliance check
•• Stakeholder engagementStakeholder engagement

P bli ti f th PIA tP bli ti f th PIA t•• Publication of the PIA reportPublication of the PIA report
•• Third party review or audit Third party review or audit (have the recommendations (have the recommendations 

been implemented?)been implemented?)been implemented?)been implemented?)
•• PIA is a process (the report is not PIA is a process (the report is not thethe objective)objective)

All t f i t j t d t t tiAll t f i t j t d t t ti•• All types of privacy, not just data protectionAll types of privacy, not just data protection
•• TransTrans--national PIAsnational PIAs

PIA f li & l i l tiPIA f li & l i l ti•• PIA of policy & legislationPIA of policy & legislation
•• A central registry of PIAsA central registry of PIAs

S ?S ?•• Should a DPA approve a PIA?Should a DPA approve a PIA?



Ethical tools 
(stakeholder engagement)

practical methods designed to improve ethical deliberation• practical methods designed to improve ethical deliberation 
by capturing all ethically relevant aspects of an issue 

• designed to facilitate ethical assessments and decision-designed to facilitate ethical assessments and decision
making, but not to replace ethical judgement

• a toolbox  to capture divergent ethical issues and points of p g p
view

• if the issues at stake and technology have societal 
impacts, lay perspectives need to be taken into account

• need to be comprehensive, transparent and democratic 
and give all arguments fair and balanced considerationand give all arguments fair and balanced consideration

• contribute to transparency

Beekman, et al. (2006) www.ethicaltools.info



Ethical tools (cont’d)Ethical tools (cont d)

Online consultations• Online consultations 
• Surveys

E t k h• Expert workshops
• Checklists of questions

Ethi l t i ( f i i l d i t t )• Ethical matrix (of principles and interest groups)
• Ethical Delphi 

C f• Consensus conference
• Citizen panels



Benefits of a PIA + EIA 
• An early warning system, a way to detect privacy 

problems build safeguards before not after heavyproblems, build safeguards before, not after, heavy 
investment – Fix privacy problems now, not later

• Avoids costly or embarrassing privacy mistakesAvoids costly or embarrassing privacy mistakes
• Provides evidence that an organisation attempted to 

prevent privacy risks (reduce liability, negative publicity,prevent privacy risks (reduce liability, negative publicity, 
damage to reputation)

• Enhances informed decision-makingg
• A way to gain the public’s trust and confidence
• Demonstrates to employees, contractors, customers, p y , , ,

citizens that the organisation takes privacy seriously



Further reading
• Wright, David, and Emilio Mordini, “Privacy and ethical impact 

assessment” in David Wright and Paul de Hert (eds.), Privacy 
I t A t S i D d ht 2012Impact Assessment, Springer, Dordrecht, 2012.

• EGE, Ethics of Information and Communication Technologies, 
Opinion of the European Group on Ethics in Science and New p p p
Technologies to the European Commission, No. 26, Brussels, 22 
Feb 2012. 

• Wright David and Kush Wadhwa “A step by step guide to privacy• Wright, David, and Kush Wadhwa, A step-by-step guide to privacy 
impact assessment”, PIAF, Apr 2012. www.piafproject.eu

• Wright, David, “A framework for the ethical impact assessment of 
information technology”, Ethics and Information Technology, Vol. 
13, No. 3, September 2011.



EthicalEthical impactimpactEthicalEthical impact impact 
assessmentassessmentassessmentassessment::

{{{{

GoingGoing over the topover the top



SomeSome comparisonscomparisons: : 
t lt lastrologyastrology

alchemyalchemy

homeopathyhomeopathyp yp y

??ethicsethics ....

EthicalEthical expertiseexpertisepp



Protagoras: Leading Sophist –Protagoras: Leading Sophist
i.e. rent‐a‐philosopher

Socrates and Protagoras

Socrates: Can

Socrates and Protagoras 
join battle first on the 
question of whether virtue
can be taught, or whether it Socrates: Can 

virtue be taught?
can be taught, or whether it
is confined to a few people 
like musical talent. Later
they debate whether virtue

P tP t

y
is one thing, or many.

Protagoras v. Protagoras v. 
SocratesSocratesSocratesSocrates



HavingHaving startedstarted byby denyingdenying thatthatHavingHaving startedstarted by by denyingdenying thatthat
virtuevirtue cancan bebe taughttaught, , SocratesSocrates
seemsseems to end up to end up sayingsaying thatthat

allall virtuevirtue isis aa formform ofofall all virtuevirtue isis a a formform of of 
knowledgeknowledge, and , and soso, , sincesince
knowledgeknowledge cancan bebe taughttaught, , 
virtuevirtue cancan bebe taughttaughtvirtuevirtue cancan bebe taughttaught..

before

after

So ateSo ate ’’ ha eha e ofof i di d

af e

SocratesSocrates’ ’ changechange of of mindmind



ButBut isis virtuevirtue knowledgeknowledge??But But isis virtuevirtue knowledgeknowledge? ? 

ReasonsReasons to to bebe doubtfuldoubtful……ff
a. You can have knowledge

ith t i twithout virtue

b. (Many think) you can( y ) y
have virtue without
knowledgeg

c. Maybe the relevant 
knowledge is practical …



ClearlyClearly appliesapplies to nonto non‐‐moral moral knowledgeknowledge

But But alsoalso to to moral moral knowledgeknowledge: : 
obviousobvious exampleexample: : somesome formsforms of of sadismsadism..

AlsoAlso: : Williams’sWilliams’s ‘‘knowledgeknowledgeA oA o i iai ia o e geo e ge
destroys destroys virtuevirtue’ ’ thesisthesis

aa KnowledgeKnowledge withoutwithout virtuevirtuea. a. KnowledgeKnowledge withoutwithout virtuevirtue



BrainlessBrainless Virtue?Virtue?BrainlessBrainless Virtue?Virtue?
ManyMany thinkthink youyou cancan have have virtuevirtue
withoutwithout knowledgeknowledge or or eveneven witwit

But can you? This seems to rely
on the idea that moral virtue ison the idea that moral virtue is
a matter of following rules. But 
even rules have to be

‘B d‘B d idid d ld l hh
implemented. 

‘Be good, ‘Be good, sweetsweet maidmaid, and let , and let whowho
willwill bebe cleverclever’’ Ch l Ki lCh l Ki lwillwill bebe cleverclever   Charles KingsleyCharles Kingsley



Scots Trouser thesis: ‘No true
Scotsman wears trousers.’

Antithesis: ‘That’s not true Why I sawAntithesis:  That s not true. Why, I saw
my friend Hamish wearing trousers
only the other day ’only the other day.

Riposte: ‘Why then, Hamishp y
isn’t a true Scotsman.’

Plato needs to show how the relation of knowledge
and virtue is unlike the one between Scotsmen and 

PlatoPlato and theand the truetrue ScotsmanScotsman
kilts, as given by the Scots Trouser thesis.

PlatoPlato and the and the truetrue ScotsmanScotsman



maybe the y
relevant 

knowledge isknowledge is
practical –

knowing‐how
th thThe knotty path rather than

knowing‐that
The knotty path
to moral expertise

P e iP e i

knowing that
Pressing Pressing 
tthe correct he correct 
buttons …buttons …



Nietzsche wrote of 
“philosophising with 
a hammer”, 
H id f thHeidegger of the 
“ready to handness” 
of hammers.

The The hammerhammer isis

of hammers.  

h no l id ftransparent in transparent in itsits
thingnessthingness, , 

didi tt

have no real idea of 
what it is to go 
about hammering. 
H ? With h taccordingaccording to to 

Heidegger. But Heidegger. But withwith
ethicsethics,, itit seemsseems wewe

How? With what

tools, and to 
what end?ethicsethics, , itit seemsseems wewe what end?

EthicalHAMMERING



WeWe don’tdon’t reallyreally thinkthink of of virtuevirtue or or moralitymorality as as beingbeing a a thingthingyy yy gg gg
likelike hammeringhammering. But . But maybemaybe the the truthtruth‐‐orientation of orientation of 
moralitymorality isis thethe problemproblem..yy pp

Not necessarily because moral judgments
can’t be or falsecan t be or false. 
But their being capable of truth will not 
help much in situations where ethical
bl ti i ti ll

h d hh d h

problems or questions arise practically. 

headacheheadache??



WeWe needneed to to getget pastpast the the needneed for for 
moral moral knowledgeknowledge, , withwith itsits
attendant notions of attendant notions of expertiseexpertise, , 
enlightenmentenlightenment,, and disciples/ and disciples/ 
followersfollowers/ / pupilspupils

AA wayway forwardforward:: lettingletting gogoA A wayway forwardforward: : lettingletting gogo



How toHow toHow to How to 
getget ridrid ofofgetget ridrid of of 
the the needneedee eeee
to know:to know:
Oscar Oscar 
Wilde, Wilde, The The 
DD ffDecayDecay of of 
LyiLyiLyingLying



ArtArt findsfinds herher ownownArt Art findsfinds herher ownown
perfectionperfection withinwithin andand notnotperfection perfection withinwithin,, andand not not 
outsideoutside ofof herselfherself SheShe isisoutsideoutside of, of, herselfherself. . SheShe isis
not tonot to bebe judgedjudged by anyby anynot to not to bebe judgedjudged by any by any 
externalexternal standard of standard of 
resemblanceresemblance SheShe isis aa veilveilresemblanceresemblance. . SheShe isis a a veilveil, , 
ratherrather thanthan aa mirrormirrorratherrather thanthan a a mirrormirror..



b hb h“One “One wantedwanted, , sheshe thoughtthought, , dippingdipping herher brushbrush deliberatelydeliberately, , 
to to bebe on a on a levellevel withwith ordinaryordinary experienceexperience, to , to feelfeel simplysimply
h ʹh ʹ h ih i h ʹh ʹ bl dbl d hh i “i “I ʹI ʹthatʹsthatʹs a chair, a chair, thatʹsthatʹs a table, and a table, and yetyet atat the the samesame time, “time, “ItʹsItʹs a a 
miraclemiracle, , itʹsitʹs an an ecstasyecstasy”. ”. 



A d ’ iArt doesn’t aim
« to hold the 
mirror up to 
nature », in 

Hamlet’s words, 
but to embodyy
an ideal that

nature cannot
emulate Mightemulate. Might
this be true too

in ethics?

For Wilde, art For Wilde, art createscreates the reality the reality 
thatthat itit u o tu o t toto representrepresentthatthat itit purportspurports to to representrepresent..



If there is such a thing as ethical
ti it i unlikely t b i ilexpertise, it is unlikely to be similar

to expertise in identifying fruit. 

Or pipes …

‐ So what will it be like, then? 

O pipes

‐ Something more likeWilde’s creative artist: but to deny that
expertise involves rule mastery doesn’t mean that it lacks its

S kiS ki thi lthi l titi

expertise involves rule‐mastery doesn t mean that it lacks its
standards of excellence of its own

SeekingSeeking ethicalethical expertiseexpertise
b db d representationrepresentationbeyondbeyond representationrepresentation



NonNon‐‐mimeticmimetic expertiseexpertisepp

Expertise without
( e e a y) e e e tatio(necessary) representation, 
but also not beholden to 
rules of conduct and theirrules of conduct and their
(non‐) applicability



PlatoPlato drawndrawn to to knowledgeknowledge isis virtuevirtue thesisthesis becausebecause itit offersoffers a a wayway
ofof unifyingunifying virtuevirtue butbut thisthis meansmeans abandoningabandoning thethe unteachabilityunteachabilityof of unifyingunifying virtuevirtue, but , but thisthis meansmeans abandoningabandoning the the unteachabilityunteachability
thesisthesis
But But therethere isis reasonreason to to doubtdoubt knowledgeknowledge isis virtuevirtuegg
AlsoAlso reasonreason to to doubtdoubt teachabilityteachability and to question the relevance of and to question the relevance of 
representationrepresentation to to ethicalethical expertiseexpertise
If the latter notion has any content, If the latter notion has any content, itit isis likelylikely to to bebe nonnon‐‐mimeticmimetic
(and not (and not necessarilynecessarily transferabletransferable))
ThiThi ii ot toot to ayay thatthat e e ti ee e ti e oo o t uedo t ued a ota ot yieldyieldThis This isis not to not to saysay thatthat expertise, expertise, soso construedconstrued, , cannotcannot yieldyield
anythinganything thatthat cancan bebe impartedimparted
ButBut thisthis isis not bestnot best viewedviewed as a body ofas a body of knowledgeknowledge or a set ofor a set of rulesrulesBut But thisthis isis not best not best viewedviewed as a body of as a body of knowledgeknowledge or a set of or a set of rulesrules
thatthat are «are « appliedapplied » to the situation » to the situation atat handhand

FinallyFinally ……FinallyFinally … … 
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