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PRESCIENT aims to provide 
an early identification of 
privacy and ethical issues 
arising from emerging 
technologies and their 
relevance for EC policy. It 
will contribute to the 
quality of research in the 
field of ethics, by 
distinguishing between 
privacy and data 
protection and analysing 
the ethical, legal and socio-
economic 
conceptualisations of each. 

 



CRITERIA FOR A NEW FRAMEWORK 
FOR ETHICAL IMPACT ASSESSMENT 

Scope of this workshop 



Privacy  Ethics 

Definitions 



Privacy  Data Protection 

Etymologically the word derives from 
the Latin privatus, past participle of 
privo, “I deprive”, “I cut away”. 
Privacy thus refers to the state of 
something that is separated, 
secluded from others. It refers to 
the state of being set apart, 
belonging to oneself, in contrast to 
the state of being public or 
common. According to the 
Encyclopedia of Privacy, it describes 
and demands “limits on the 
appropriation of others’ peaceful 
seclusion, personal information, 
intimate choice, and identities” 

Revolutions are often characterised by the 
emergence of new kinds of commodities (say, this 
dos not necessarily mean that new items emerge, 
rather than old items are commoditised) 
1) Agriculture: seeds, salt, metals 
2) Ancient Empires: slaves 
3) Modernity: land 
4) Industrial: labour power 
5) Information: data 
Data is generated by technologies for 
digitalization which may turn almost everything 
into measurable items and finally into digits that 
can be manipulated, stored and marketed. Data 
protection deal with normative issues related to 
this new category of commodities. Personal data 
is a special subcategory which includes data 
generated by digitalisation of the person and its  
private sphere.  

 
 

Privacy  



Privacy  



Personal Data 



ETHICS: Branch of knowledge 
that deals with moral principles 

MORALITY: Principles that 
govern a person’s behaviour  

1) What is the origin of moral 
principles?  

2) Does it make sense to 
search rational moral 
principles?  

3) On which moral principles 
one can agree in pluralistic, 
secular, multicultural, 
societies (viz.  is it possible 
a shared ethics or any 
ethics  is finally only 
culturally bound)?  

1) Actual Principles which 
govern behaviors in 
facts 

2) Norms that should 
govern these behaviors 

3) How could one fill the 
gap (if any) between 
actual behaviors and 
norms?  
 

Ethics 



Ethics vs. Morality/Applied Ethics 

 Morality or Applied Ethics make 
sense only to the extent that one 
has provided an answer (and 
there is a consensus) about 
preliminary, foundational, 
ethical issues. 

 In other words, we have first to 
agree 1) that it is possible to 
establish criteria about what is 
good and bad;  and 2) to 
indentify and agree on these 
criteria 

 Only then  one is entitled to 
establish what is good and bad 
in a given situation/context 



W H AT  I S  F E A S I B L E ?  W H AT  I S  L E G I T I M AT E ?  

Operationalizing Privacy and Ethics 



Why Operationalizing? 

 
 In complex, pluralist, 

societies, we need to set up 
procedures that may be 
verified and assessed in a 
transparent way, also in order 
to identify clear cut, and 
unambigous responsabilities.  

 In other words, 
operationalization may be a 
strategy for governance  in 
difficult and complex policy 
areas.  



What does it mean?  

 Operationalising means to 
translate into protocols  
complex decisions. Rather 
than allowing common 
sense or ad hoc 
professional/expert 
judgment to govern what is 
to be done, appropriate 
decisions are stipulate by 
formulae, algorithms, 
decisional softwares, best 
practices guidelines, etc.  



What is it needed?  

 One consequently needs to 
be able to 

1) Split the action/decision 
into discrete and clear cut 
steps 

2) Establish causal relations 
between steps 

3) Define a metrics which 
allows to validate and assess 
regularly the system 

4) Create a routine based on a 
follow-the-rule approach 
which substitute previous 
seat-of-the pants decision 
making processes. 



W H Y  O P E R AT I O A N A L I Z I G  I S  S O M E T I M E S  U N AV O I D A B L E  
A N D  D E S I R A B L E  

Positive Aspects of 
Operationalisation Strategies 



Positive Aspects 

 

 Precautionary approach 
(avoiding harm and major 
errors  at least) 

 More transparency 

 Clearer allocation of 
responsibilities 

 Possibility  of public review 

 

 



R I S K S  A N D  C AV E AT S  

Negative Aspects of 
Operationalisation Strategies 



Negative Aspects 

 

 Difensive observance of 
protocols 

 The blame game 

 Mechanical following of 
inappropriate procedures 

 Difficulty in reprograming 
protocols 

 Iatrogenic risks 



Accountability  



Bank Privacy Statement 



Trust  



HOSPITAL CONSENT FORM 



T W O  S U G G E S T I O N S  A N D  O N E  C O N S I D E R AT I O N  

Finding a balance and tailored 
strategies 



1° SUGGESTION 

Carefully decide what can be 
operationalised and what 
cannot  

If everything cannot be 
operationalised, handle this 
with clarity and avoiding  
getting rid off the problem 
just by denying it 

Non operationalasible decisions 
usually require an educational 
approach that cannot be 
skipped in many cases 



2° SUGGESTION 

 Operationalisation works 
better in local, limited, 
organizations and 
situations 

 In large organizations, and 
wide contexts, where the 
bureaucratic component 
tends to prevail, 
operationalisation is 
extremely risky because it 
can be easily turned into a 
blame avoidance 
instrument 



A CONSIDERATION 

 Never forget that 
eventually behind most 
ethical and privacy 
decisions there are power 
relationships and a balance 
of powers. 

 Only by empowering the 
weakest one can often 
achieve the goal to protect 
ethical values, privacy, and 
personal data  



http://www.cssc.eu/
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